Suricon;
EKs and Cuckoo and things

Wil (Not a Rockstar) Metcalf
Emerging Threats
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KWhat I'm not...

I A rockstar. (tks Kelly)
I A good public speaker. I'm unsure why they keep inviting me back.

KWhat | am...

I An analyst who writes NIDS, Cuckoo, ClamAYV, Yara sigs, main focus on
exploirt kits. We employee Kafelne

I OISF Coefounder? | was there in the beginning anyway :)

| ET Research team ornament. Pretty sure they just keep me around
because | 'm pretty e



KAcquired by ProofPoint in 2015.

KLongtime open source (BSD license) and commercial IDS
rule feeds for Snastand Suricata.

KCommercial IP rep and Intel feed and query products.
KMalware sample exchange/research portal for vetted
companies/researchers.

xShared zombie infrastructure for small community

of exploit kit researchers.

KAwesome community of contributors/researchers
<KPurveyors of fine Twitter imagery @ET_Labs

Join the fight here:
http://lists.emergingthreats.net/mailman/listinfo/emeregrys
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KGenerally take advantage of known/patched bugs in brows
and and plugins. Sometimesiays, as observed in Sednit EK
(APT28) recently.

kKMost end users won't notice they are pwn'd unless
ransomware Is dropped.

kExploit kits are reached via malvertising, spam campaigns,
compromised web servers, watering holes, and clickbots,
to name a few.

KVarious RATS, Trojans, Ransomware are dropped

by exploit kits
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KMany have entered and exited the scene over the years...
remain today.

KFor a few years it seemed like there was a remdmg
supply of fresh exploits in Internet Explorer and its plus
Flash, Java, Silverlight, etc.

KMost challenging adversary in my tenure has been Angler.
Fresh exploits, innovation in delivery/encoding.
Targeting/break rate was good. Gofés such as
HanJuan/Angler VIP EK etfc.

I'here have been other innovators in the past.
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KLurk arrests were the end of Angler and its variants.

The ecosystem has struggled to recover. Definite lack of
guality/innovation/freshness.

KAngler absence seems to have forced innovation andftae
In other Kits that historically had little movement. All that Is
old Is new again.

KLack of fresh exploits. Recycled/ripped exploits. No honor
among thieves.

kToday: DNS Changer, KaiXin, Neutring RIG

(and variants), SunDown (and variants), Astrum, Sednit,
Magnitude (and variants).
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kBrowsers and underlying operating systems are becoming harder to
exploit. Generally no longer a single exploit but a chain of them to
elevate priv's, escape sandbox, etc. required.

kHistorically vulnerable plugns are also getting better or are dying off,
Java/Silverlight, etc. Lack of new exploits entering the ecosystem.
«KBreakrate for existing exploits continues to decline as AV catches up.
Recycled exploits in mem and addition of fancy -@xtploit feature sets
to commodity AV.

KAs things get harder to exploit | wonder if we will see a major shift to
massive social engineering clitd-pwn campaigns commonly used by

Maldocs/Adware/Crapware today

KMove to SSL/TLS. With Let's Encrypt it's SSL for everybody. You can even DGA
bi't as Let's Encrypt supports SANOS
TLD's (..




s Browser bugs that can be triggered via JS and DOM are easy to hid

and hard to detect on the wire.

s Java/Silverlight vulns are generally exploited via zips containing

MSIL/Java bytecode inside of class files/dll's, 1.e., byte soup from th

Wi re. (Donot know 1 f a single

s Adobe Reader/Flash also have access to JS and compression withi

file format itself, i.e., compressed flash/encryption/flash inside of flas

Reader with various encodings/compression JS objects.

s New droppers, Trojans;@ays. Kaf and | found CV20163298 this

way.

s Dealing with some of these Issues using Suricata+Lua. If compressi
or structure iteration Is involved, detection can be unreliable due to
nature of sliding window inspection

https://github.com/EmergingThreatslagjit-scripts
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¢ IDS hits may be from nerulnerable clients. But there is
always the weakest gazelle in the herd. (Patching is hard.)
¢ Plugin Detect used to identify software on target so you g
different exploits depending on software and version or nor
at all.

¢ Avoidance of trying to infect systems running common AV
suites, EMET, or that lack common software stacks.

¢ Host introspection, Hooking of key browser functions.

¢ Select Your Geo.

¢ Kill chain from start to finish.
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¢ Native functions and Windows API calls traces

¢ Copies of files created and deleted from the filesystem
¢ Dump of the memory of the selected process

¢ Full/Process memory dump of the analysis machine.

¢ Screen shots of the desktop during the execution of the
malware analysis

¢ Network dump generated by the machine used for the
analysis

Highlights above quoted from:

http://www.cuckoosandbox.org/ CUC'@Q%
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CUCKOO™

Flyara pviustotal

‘™ EMERGING
E THREATS

https://github.com/sigandéox/cuekodified
https://github.com/sigsandéox/commuonudified
https://github.com/wmetcalf/bdidstyckoo
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¢ A majority of Trojans/Droppers have afitchecks

¢ Exploit kit anttanalysis: IP connection limits/black
listing, GeolP targeting.

¢ FiInding explolit kits to analyzesig
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AMalvertisers/EKsttempt to use information disclosure vulnerabilities in IE to
determine the presence of local files. Many of the payloads will also perforn anti
checks once dropped/executed.

ANSMfoo did a great series on hiding VirtualBox from malware-amtichecks. Do the

nonguest modifications before installing your ®ip://blog.prowling.nu/2012/10/modifying

virtualboxsettingsfor.htmihttp://blog.prowling.nu/2012/08/modifyirgrtualboxsettings
for.ntmihttp://blog.prowling.nu/2012/09/modifyingrtualboxsettingsfor.html

A/MCloak

Ahttp://vmcloak.orq/

AJse the scripts included with my Cuckoo builder.

Auttps://github.com/wmetcalf/buildcuckeicusty/blob/master/create VBox*.py
Auttps://github.com/wmetcalf/buildcuckeicusty/tree/master/que§h guest scripts)
ADoomed Raven for KVM

Aattp://www.doomedraven.com/

AThin Provision a large HD, add more than one CPU to the VM.
Aake Video Drivers, Install VLC, Bi't
AP afish to test your progresgips://github.com/a0rtega/pafish

14
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Full Dump Information
Process Name
Executable Path

Yara

Full Dump

Process Strings

iexplore.exe
C:\Program Files\internet Exploreruexplore_exe

Match: CVE_2016_3298_Mem -

res/iICAProgram Fles\Kaspersky Lab\Kaspersky Anti-Virus 17.0.0\kas_engine. dil/iZ2

res///ICAProgram Fles\Wiresharkwireshark_exe/=Z2

res//ICA\Program Fles\Kaspersky Lab\Kaspersky Total Security 17 _0.0\kas_engine_dIViE2

res///C \Program FHles%arch%\Kaspersky Lab\Kaspersky Endpoint Security 10 for Windows\ushata di'E2
res //ICAProgram FHles\WMware\WMware Tools\deployPkg.diliE2

res:///ICA\Program Fles\Kaspersky Lab\Kaspersky Small Office Security 17.0.0kas_engine._dil/iZz2
res///ICA\Program FHles%arch%\Kaspersky Lab\Kaspersky Endpoint Security 10 for Windows SP2\ushata . dil#2
res/ICAProgram Fles%arch%\FFDec\Uninstall. exe/#2

res/ICAProgram Fles%arch%\Kaspersky Lab\Kaspersky Small Office Secunty 15.0_ 2\kas_engine. dil/=2
res://iICAProgram Fles\Kaspersky Lab\Kaspersky Endpoint Secunty 10 for Windows SP1wshata diVE2
res/iIC \Program Fles%arch%\Wireshark'wireshark.exe/E2

res///CA\Program Fles%arch%\Fiddier2\uninst_exe/&Z2

res /ICAProgram Fles\Kaspersky Lab\Kaspersky Small Office Security 15.0_2'kas_engine. dil/iE=2
res/iICAProgram Fles%arch%%\Kaspersky Lab\Kaspersky Endpoint Securnity 10 for Windows SP1\ushata di'#2
res//ICA\Program Fles\Kaspersky Lab\Kaspersky Endpoint Security 10 for Windows SP2wushata diVZ2
res/ICA\Program Fles\Kaspersky Lab\Kaspersky Intemet Secunty 17.0.0kas_ engine.dil/E2

res /ICAProgram Fles\Fiddier2\uninst.exe/#2

res://iICAProgram Fles%arch%\Kaspersky Lab\Kaspersky Small Office Security 17.0.0\kas_engine diliE2
res//iICA\Program Fles\ESET\ESET NOD32 Antivirusiegui.exe/#2

res//CA\Program Fles\Oracle\WVirtualBox Guest Additions\WBoxDisp.dil/Z1

res //ICAProgram Fles\Kaspersky Lab\Kaspersky Endpoint Secunty 10 for Windows\ushata. dil/E2
res//ICA\Program Fles\Bitdefender Agent\ProductAgentService exel#2

res//IC\Program Fles\Kaspersky Lab\Kaspersky Endpoint Security 10 for Windows SP3wshata divi#2
res//ICA\Program Fles%arch%%\Kaspersky Lab\Kaspersky Endpoint Security 10 for Windows SP3\ushata dii#2
res:/iICAProgram Fles%arch%%\Kaspersky Lab\Kaspersky Internet Security 17.0.0'kas_engine.dil/Z2
res://CAProgram Fles\ESET\ESET Smart Security\shellExt. dil/#2

res//iIC \Program Fles%arch%\Kaspersky Lab\Kaspersky Anti-Virus 17.0.0\kas__engine. dil/z2

res:f/

res //ICAProgram Fles\Quick Heal\Quick Heal Internet Security A INTSYS . DLL/EZ

res:///ICA\Program Fles\FFDec\Uninstall. exel/s2

resJ/ICA\Program Fles%arch%\Kaspersky Lab\Kaspersky Total Security 17.0.0\kas__engine . diV#2

Download

Download
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¢ Some exploit kits have connection limits such as a single IP visiting In
hour period.

¢ Some have blacklists and modes for discovering analysts after campail
end.

¢ Restrict access from networks such as Tor.

¢ Some require Referer. Upper must be search engine or in some cases
specific site.

¢ GeolP targteting.

¢ Extreme filtering: Only serve up landings and exploits to B&sed
residential IP blocks. Or filtering of IPs belonging to hosting providers ar
cloud services.

17



¢ The Good:
¢ IP addresses change on their own, frequently and from diverse geographical locations.

cCan specify geo |l ocation of exit to tak
¢ Cost: free

¢ The Bad:

<No UDP over Tor (with the exception of DNS). Make sure you drop/otherwise handle in
routing.

¢ Many EKs and redirectors filter all exit nodes.

¢ Frequently used by researchers, so somebody might have burned the exit node IP alre:
the timeout window.

¢ Nice for analyzing payloads. Not so great for analyzing EKSs.

10f

https://www.torproject.org/
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¢ The Good:

¢ Full IP VPN. You can tunnel everything. Get one or many that support OpenVPN.

¢ Cheap. Generally no bandwidth caps/limitations.

¢ Fast IP swap. Simply connect vpn to different server.

¢ Most allow you to choose the GeolP region to exit from.

cHave a lot of IP space to go around. HMA advertises 120,000+ IP addresses in 190+ cc
c Examples: HideMyAss, Private Internet Access, IPVanish, PureVPN, many more

C

¢ The Bad:

¢ Cost?

¢ Accounting can be a problem for these services if using for frequent IP rolls. HMA adve
two simultaneous connections, but connect/disconnect have to be ~5 minutes apart.

¢ Make sure you tell them you are a researcher and your use aligns with their TOS.

¢In the past we had great luck with these. Harder to use now. Many redirectors/EKs seel
filtering on nbDataCentero connections a

19



¢ The Good:

c Examples: EC2, Vulture, Azure.

¢ With flux in EC2, you probably will get a fresh IP address by restarting an instance.

¢ EC2 Is easlily scriptable with boto and an instance running Openvpn.

¢ Vultr has diverse geographic locations, also cheap.

¢ The Bad:

¢ Cost. Expensive compared to commercial VPN providers. Heavy usage can cost you
(bandwidth).

¢ Slow. Restarting EC2 instances can take quite a bit of time. Plan for downtime betweer
Instance restarts. Multiple instances always an option. Vultr is worse; once you provision
server you are stuck with an IP. Have to provision from snapshots and destroy old.

¢ Filtering of these services.

amazon | https://www.vultr.com/

webservices™ _

http://aws.amazon.com/ec@ VU LTR ®

20
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¢ The Good:

¢ Cheaper than EC2/Vultr. More control than with commercial VPN.

¢ Did | mention cheap? Chicago VPS: Buy a server for $1 a month.

¢ Not limited to a handful of providers or geos. Pick and choose.

¢ The Bad:

¢ Quality varies greatly. Reviews at lowendbox.com

cSome don't enable TUN/TAP support in OpenVZ (required for OpenVPN), etc. Make su
functionality is an option before purchase.

¢ You are stuck with a static IP once it's provisioned. (If your IP is burned you can turn it i
honeypot.)
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¢ VPN Providers and EC2 don't like when their IP addresses get blacklisted. Not a lot of
performed in the automated analysis tifreane with the exception of spam.

¢ Transparently redirect SMTP traffic to an INetSim instance running on your router or VI
network. Study spam campaigns without sending out spam.

¢ Having INetSim VM running and configured to accept all traffic to InetSim is a good ide

Analyze malware samples where the C2 may be down and/or no longer exists. Malware
least give up client side C2 coms in these cases.

amazon
webservices™

Dear EC2 Customer,

You recently reached a limit on the volume of email you were able to send out of SMTP port 25 on your
instance:

http://www.inetsim.org/index.html

22
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¢ IDS, AV, spam traps, and HTTP and logs from your own network.

¢ No enterprisesized network to extract data from? No problem. Plenty c
free and open sources

¢ @malware_traffidttp://www.malwaretraffic-analysis.net/

¢ @threatglasttp://www.threatglass.com/

¢ @broadanalysibttp://www.broadanalysis.com/

¢ @kafeine

¢ @Oddly Normahttp://malwarebreakdown.com/

¢ Your vertical has a trust group. Join it ;). Or the myriad general vetted t
groups.

¢ PAN published a list of PDarkleech compromised sites. Many of them
still pwn'd. https://raw.githubusercontent.com/pan
unit42/iocs/master/angler/compromised _domains

¢ Ask me.
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cl created a tool call ed nShri ke
barbed wire or tree branches to pick apart later.

¢ Similar goal for replaying and analyzing EKs in near real time.

¢ Using Suricata's json output to log http and alert data into a unified file.
¢ Correlates alerts we are interested in. Matches http logs by hashing el
based on ip pair, or 5 tuple. Shrike submits a url task to cuckoo in near |
time using the referer, matching url, or landing page. Needs optimizatiot
use redis for lookups, flowid's etc. also download and detonation of exe
content etc.

¢ The submitted url along with the upper referer, signature id and signatt
msg are then stored in the Cuckoo db and are seatehwithin the ui.

https://github.com/EmergingThreats/shrike
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The Shrike..
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