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What is Meer.

* A data spooling system.
* Adds data to existing Suricata EVE JSON.
* An EVE data router.

Https://github.com/quadrantsec/meer




What is Meer.

* System resource friendly.
* Fast.
* Simple (via the “KISS” motto)

Https://github.com/quadrantsec/meer October 20 - 22,2021




III

The “meer.yam

* “core”
* “output”

https://github.com/quadrantsec/meer October 20 - 22,2021




meer.yaml (“core”
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III

The “meer.yam

Data enrichment.
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The “meer.yaml” (“output”).

Where & how to send data.
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III

The “meer.yaml” (“output”).
*SQL (MySQL/MariaDB/PostgreSQL)

* File

* Named pipe (FIFO)

* External

* Redis

* Elasticsearch

https://github.com/quadrantsec/meer




III

The “meer.yaml” - output event types
alert, files, flow, dns, http, tls, ssh, smtp,
email, fileinfo, dhcp, stats, rdp, sip, ftp,
lkev2, nfs, tftp, smb, dcerpc, mqtt, netflow,
metadata, dnp3, anomaly.

https://github.com/quadrantsec/meer




meer.yaml (“output”)
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meer.yaml (“output”)
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Future “core” support?

Continue to enrich Suricata data.

https://github.com/quadrantsec/meer October 20 - 22,2021




Automatic unification of “alert” data via
“flow id”?
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Future output support?
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Suricata feature request #120

“It would be great to have the capability to
capture an entire session.”
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Suricata feature request #120

EVE JSON -> PCAP ?
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HTTP (TLS) output?
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IDK: You tell me :)

https://github.com/quadrantsec/meer October 20 - 22,2021




Meer: https://gitub.com/quadrantsec/meer
https://meer.readthedocs.io

Sagan: https://github.com/quadrantsec/sagan
https://sagan.readthedocs.io

https://github.com/quadrantsec/meer




Q&A

Champ Clark 1l (CTO) @ Quadrant Information
Security

Twitter @dabeave666
E-Mail: cclark@quadrantsec.com

https://github.com/quadrantsec/meer




