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• Introductions

• How we use Network Security Monitor (NSM)

• Tapping and Aggregation

• NSM Sensor Architecture

• Connecting the Dots

• Challenges along the way

• Future NSM at GM
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• Our diverse team of 155,000 employees 
brings their collective passion for 
engineering, technology and design to 
deliver on this ambitious future. And the 
bold commitments we’ve made are 
moving us closer to realizing this vision.

• Serving six continents

• Operating across 22 time zones

• 6,829,000 vehicles delivered globally in 
2020

Why we’re here
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Our vision is a world with zero crashes, zero emissions and zero congestion
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Who we are – Joseph Feather
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• Vulnerability Management

– Previous roles:

• Security Engineer

• Security Analyst

• Cyber Defense for 9 years

• MS of Security, Policy, and Management – Carnegie Mellon University

• Data, Security, and Automation
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Who we are –Tim Heilman
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• Detection Solutions Architect 

• 29 years IT/Security

• Cyber Defense for 5 years

• MSCIS Security Focus – Boston University
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Special Thanks
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• Jason Taylor @Trex421

• Cory Thomas @ct0br0

• Bamm Visscher                @bammv

• Charley Pfaff @charleypfaff

• Dustin Montaie
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How we use NSM
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• Our Network Security Monitor (NSM) build [Suricata, Zeek, Netsniff-NG]

• Out of band

• Tool for Detect and Response teams

• Meta data collection

– Flow

– Protocol

– Alerts

• Full PCAP collection
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Tapping Strategy
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Alert Data and
PCAP 

on request 

Compute Infrastructure

Packet Aggregator

INTERNET

NSM Sensors
ElasticNSM Server

Analysts

TAP TAP

Meta/Flow Data

Requested Data to Analyst
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Taps v. Span Ports
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Aggregation and Load Balancing
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NSM Sensor Architecture
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Unit file initialization for netsniff:
netsniff-ng --ring-size 1289MiB --in em1 --out /nsm/pcapfile-2021-09-10 --user userid --group 
groupid --silent --prefix snort.log. --verbose --interval 2000MiB

suricata.yml:
threading:

set-cpu-affinity: true
cpu-affinity:
- management-cpu-set:

cpu: [ 6,8 ]
mode: "exclusive"

- detect-cpu-set:
cpu: [ 10,12,14,16,18,20,22,24,26,28,30,32,34,36,38,40 ]
mode: "exclusive" # run detect threads in these cpus
prio:

default: "high"

\etc\default\grub:
GRUB_CMDLINE_LINUX="crashkernel=auto rd.lvm.lv=ol_dcwepscpb018/root  rhgb quiet  
isolcpus=1-40 rcu_nocbs=1-40 rcu_nocb_poll nohz_full=1-40 mce=ignore_ce
processor.max_cstate=3 intel_idle.max_cstate=3"
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Connecting the Dots
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• Centralized Database and Application for 
all 200+ Sensors

• Real time alert triaging from all NSM 
Sensors

• Ability to pull any network session stored 
on Sensor disk

• Pivot from Alert data to all Suricata 
Metadata

NSM Sensor

NIC

Suricata

/nsm/<sensor>/
dailylogs/<date>/
snort.log.xxx.pcap

PCAP-Agent

Sguild 
Server

Analyst Sguil 
Console

tcp/7736

Elasticsearch

tcp/7734

tcp/9201

puricata-
agent

FileBeats

tcp/5044

tcp/7736

Alert.json

Logstash
tcp/9201

Dns.json
Filehash.json

Flow.json
Http.json

Etc.

netsniff-NG
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Connecting the dots

13

• 18 TB of Suricata json collected a day

• Suricata metadata provide key to access 
all PCAP data

• Any Flow or HTTP log can get full PCAP in 
a few seconds

– Sensor

– Timestamp

– Source IP

– Source Port

– Destination IP

– Destination Port

NSM Sensor

NIC

Suricata

/nsm/<sensor>/
dailylogs/<date>/
snort.log.xxx.pcap

PCAP-Agent

Sguild 
Server

Analyst Sguil 
Console

tcp/7736

Elasticsearch

tcp/7734

tcp/9201

puricata-
agent

FileBeats

tcp/5044

tcp/7736

Alert.json

Logstash
tcp/9201

Dns.json
Filehash.json

Flow.json
Http.json

Etc.

netsniff-NG

How to search through 1.75 Petabytes of disk space?
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Connecting the dots
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ELK Stack cluster

Capabilities
• 30 days of searchable NSM Data
• 6 months cold storage
• Real time log searching
• Near instantaneous searching
• 275k Events Per Second

ELK Statistics
• 200+ NSM Sensors
• 120 Data Nodes
• 1.2 PB of Storage

ELK Architecture

NSM Servers

Elasticsearch NodesKibana
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Analyst view
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Analyst view
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Analyst view
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Analyst view
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Analyst view
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Challenges along the way
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• Growth from 2 servers to over 140 servers

– Suricata configuration

– Rule management

– Metadata storage

– Configuration management

• Cost effective server builds

• PCAP retention

• Maintenance, health monitoring, patching
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Future Testing and Architecture
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• Moving back to single sensor devices

• Using multiple interfaces on single device

• Using Suricata for PCAP collection

• Using Suricata protocol parsers (no more Zeek)

• Investigating enhanced visibility

• Creating other network chokepoints for visibility
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Questions?


