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Founded: 2014 by Eric Leblond and Peter Manev
Headquarters: Indianapolis, USA and Paris, France
Website: www.Stamus-Networks.com
Open-Source Solutions:

*3 *x, SELKS — open source Suricata turnkey distro

o

GopherCap — open source PCAP playback tool
Stamus Networks App for Splunk — integration of SSP and
Suricata into Splunk

Commercial Solutions:

e Stamus ND and Stamus NDR — commercial network
threat detection, hunting and response solution
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Stamus Networks Open-Source Projects

30
o ISF SURICATA

10+ years development
on Suricata

Executive leadership of
OISF

Frequent training and
public speaking

Turnkey Suricata-based
IDS/IPS/NSM

Graphic rule manager
Basic threat hunting

Contributed by Stamus
Networks in 2014

Stamus App for Splunk

Suricata IDS alerts and
NSM protocol data

Hunting & IR dashboards
including “Suricata for
Zeek users”

Contributed by Stamus
Networks in 2021

S STAMVS

GopherCap

Innovative PCAP
manipulation

Accurate playback
directly from tar
archives

Contributed by Stamus
Networks in 2020
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Summary

- You said FPC ?

- Size does matter

- Conditional PCAP logging
- Way to set it up

- Results

- Getting the sample out with GopherCap
- Limitations and workaround
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Use cases of Full Packet Capture (FPC)

Expensive replay system

Use PCAP capture to get back in time
Select a posteriori interesting set of flows

Do extended analysis
In wireshark
Replay traffic with updated threat intel

Investigation

On a specific event have evidence of what did happen

PCAP capture is a raw evidence
Unprocessed
No data loss
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Suricata FPC features

Full PCAP Capture added to Suricata in 2010
Multiple logging mode

o hormal
m one PCAP to rule them all
o multi
m one PCAP per capture thread
o sguil
m See https://bammv.github.io/sguil/index.html
m Dead since 2014

Interesting options

o Tied it to “pass” rules
o Honor stream depth
o Compression
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https://bammv.github.io/sguil/index.html

Implications of FPC

Real life example:
. link with 30Gbps of traffic

Storage need

- 324TB a day
- 81 disks of 4TB
- 8 disks with a 10 ratio on compression

|10 speed

- Write at 3.75GB/s

- Hard drive speed
« Sata: 550MB/s
« Nvme: 5GB/s




Low storage evidence capture

Focus on investigation use case
- Capture traffic related to alerts

Advantage
- Substantially lower volume

Difficulty

- How do we capture only the interesting parts ?
« Alert happens once traffic has been analysed
« Triggering packets are already gone
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Suricata streaming and detection engines
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Concept of implementation

Use streaming segments to rewind Reuse PCAP writing capability
In time . Full-featured implementation
. Attach enough information to already exists
rebuild the packet Advantages

Need the headers L
Deduplication

Adva ntages * 4 alerts on same flow is 1 single

stored flow
Low memory cost

Better performance
« Just need extra room for headers L
No new code writing is needed
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Implementation

Joint work

. Scott Jordan: https://github.com/scottfgjordan
- Eric Leblond (myself): https://github.com/regit

Pull request:

. https://github.com/OISF/suricata/pull/6431
- Status: not far from a mergeable stage

suricata.yaml.in
41 files changed, 718 insertions(+), 77 deletions(-)
conditiona! 9'% 25 * 51 .. 157

eric 7 pcap-c
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https://github.com/scottfgjordan
https://github.com/regit
https://github.com/OISF/suricata/pull/6431

Setting up PCAP conditional

Option ‘conditional’ inside existing PCAP logging
Can reuse all existing features

‘conditional’ values:

all: log all packets (classic implementation)
alerts: log all packets from alerted flows

- tag: log only tagged flow
use tag keyword in signatures
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Results: advanced PCAP filtering

Active noise cancelling feature
Remove benin flow from pcap

Methodology

Set conditional to alerts

Run suricata on a PCAP file in single run mode

-r

single to get only a single pcap (if multi mode is active)
Get a smaller PCAP with only alerted flows
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Results: obtained storage

FULL PACKET GAPTURE
- Tests done on a 30 Gbps link 5 ;3\ /

- 324TB per day of FPC

University network
« Never underestimate the students
* Noisy network

. Tested conditional PCAP

* |n alerts mode
* 30GB per day
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Extracting flow from PCAP storage

¢ "ET INFO Executable Retrieved With Minimal HTTP Headers - Potential Second Stage Download",
"Potentially Bad Traffic",

Generated events

Access via flow tuple

- Can be done via tcpdump R T
° With hand made bpf filter :'ﬁ'}sc-}”‘l:l,"application/octet—stream",
. running on capture_file oo,

Problem of tunnels

- we have 2 layers at least
- filter on both layers needed

": "/bnew.exe",

SN CLOSEDT

ile": "/tmp/data//log-2-0.pcap"
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GopherCap

16

Developed for replaying large PCAP datasets

With accurate and flexible inter-packet timing
» tcpreplay has only pps -> profile is flat

Support transparent decompression from gzip files

Open Source:

« Available on Github:
https://sithub.com/StamusNetworks/sophercap
GPLv3
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https://github.com/StamusNetworks/gophercap

GopherCap example

Usage example:
| have 24h PCAP, but | wanna replay it in 2 hour loop

Commands
Map the pcap files (one shot)

gopherCap map --dir-src /mnt/pcap --dump-json /mnt/pcap/meta.json

Replay:

gopherCap replay --out-interface vethO \
--dump-json /mnt/pcap/meta.json \
--time-scale-enabled --time-scale-duration 2h \
--loop-infinite
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Extraction with gophercap

gopherCap extract --dir-pcap /var/log/suricata \

eric ) I pc

DEBU[0000]
DEBU[0000]
DEBU[0000]
DEBU[ 0000 ]
DEBU[0000]

DEBU[0000]
DEBU[0000]
DEBU[0000]
INFO[0000]
INFO[0000]

--event /tmp/event.json --dump-pcap /tmp/event.pcap \
--file-format log-%n-%t.pcap --skip-bpf

ip-conditional-v2.2 Dl 157 git oisf ~/git/stamus/gophercap/gopherCap extract --event /tmp/eve.json --dump-pcap /tmp/eve.pcap --file-format log-%n-%t.pcap
Starting from file /tmp/data/log-2-0.pcap

Flow: 67.215.1.206 «TCP:http— 192.168.1.43

Using regexp: log-(\d+)-(\d+).pcap

Scanning directory: /tmp/data

proto TCP and ((src host 67.215.1.206 and src port 80 and dst host 192.168.1.43 and dst port 2050) or (src host 192.168.1.43 and src port 2050 and dst host 67.215.1.206 and dst port 80))
Reading packets from /tmp/data/log-2-0.pcap

Extracted 20 packet(s) from pcap file /tmp/data/log-2-0.pcap

No more files

Finished in 2.129381ms

Written 20 packet(s)
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Extracted file in wireshark

[I |tcp.stream eq0

No. Time
= 1 0.000000
1 2 1.388126
3 1.388604
4 1.388847
5 1.868856
6 1.869097
7 1.988293
8 1.989290
9 1.990038
10 2.036271
11 2.036760
12 2.271398

14 2.420857
15 2.455400
16 2.463806
17 2.623443
18 3.056834
19 3.075945
- 20 3.146473

ASource
192.168.1.43
67.215.1.206

67.215.1.206
67.215.1.206
67.215.1.206
67.215.1.206
67.215.1.206
67.215.1.206
67.215.1.206
67.215.1.206
67.215.1.206
67.215.1.206
192.168.1.43
192.168.1.43
192.168.1.43
192.168.1.43
192.168.1.43
192.168.1.43

67.215.1.206

Destination
67.215.1.206

192.168.1.43

192.168.1.43

192.168.1.43
192.168.1.43
192.168.1.43
192.168.1.43
192.168.1.43
192.168.1.43
192.168.1.43
192.168.1.43
192.168.1.43
67.215.1.206
67.215.1.206
67.215.1.206
67.215.1.206
67.215.1.206
67.215.1.206

192.168.1.43

X - u]

GET /bnew.exe HTTP/1.0
Host: idfc.info
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Limitations

&

Signatures with file_data match: <,,\.I“E BIGHT(TQII[S
- Use to match inside transferred object > M2.40 "7 3 |
- File data is a third layer of reconstruction -
- Stream data are gone when building PCAP
Better to use directly file extraction
- Use filestore

Possible methodology

- Conditional set to tag or alerts
- Filestore to get evidence when file_data is used
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Conclusion

Conditional FPC is a great alternative to FPC

Less storage
ET policy rule can be a useful trigger

Should be available in Suricata 7 (if Victor Julien is kind enough)
Thanks a lot for Scott Jordan’s help

Links:

. https://github.com/StamusNetworks/sophercap
. https://www.stamus-networks.com/blog/sophercap
. https://github.com/OISF/suricata/pull/6431

SURICON

SSTAMVS - el

NETWORKS


https://github.com/StamusNetworks/gophercap
https://www.stamus-networks.com/blog/gophercap
https://github.com/OISF/suricata/pull/6431

Ihank You

Eric Leblond
Chief Technology Officer, Co-Founder
ELeblond@Stamus-Networks.com
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