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Founded: 2014 by Éric Leblond and Peter Manev

Headquarters: Indianapolis, USA and Paris, France

Website: www.Stamus-Networks.com

Open-Source Solutions:

● SELKS – open source Suricata turnkey distro

● GopherCap – open source PCAP playback tool

● Stamus Networks App for Splunk – integration of SSP and 

Suricata into Splunk

Commercial Solutions:

● Stamus ND and Stamus NDR – commercial network 

threat detection, hunting and response solution



Stamus Networks Open-Source Projects
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Turnkey Suricata-based 
IDS/IPS/NSM

Graphic rule manager 

Basic threat hunting

Contributed by Stamus 
Networks in 2014

10+ years development 
on Suricata

Executive leadership of 
OISF

Frequent training and 
public speaking

Innovative PCAP 
manipulation

Accurate playback 
directly from tar 
archives

Contributed by Stamus 
Networks in 2020

Suricata IDS alerts and 
NSM protocol data 

Hunting &  IR dashboards 
including “Suricata for 
Zeek users”

Contributed by Stamus 
Networks in 2021

SELKS Stamus App for Splunk GopherCap



Summary

• Introduction on Suricata and Splunk
• Demo of Suricata IDS capabilities in the app
• Demo of Suricata NSM capabilities in the app
• Demo of IP analysis in the app
• Demo of anomaly detection in the app
• Further resources



Splunk® 101

• Collect all events from information system
• Store them and scale
• Search Processing Language (SPL)

• Really advanced search capabilities
• Visualizations
• Dashboards

• Interactive
• Multiple deployments

• Splunk Enterprise
• Splunk Cloud
• ...

• As a SIEM
• Via Splunk Enterprise
• Via Splunk Enterprise Security (dedicated SIEM 

solution)
• CIM model

• Allow to map fields from different sources
• Allow correlation between events

The Data-to-Everything™ Platform

Splunk’s Usage in Security



Suricata: One eve.json file to 
rule them all

• All in JSON Format
• No need to open multiple files

• Both alert and NSM events
• In the same file
• With same format

• Fully-enriched alerts
• Protocol metadata
• Signature information

• Structured format
• Key ‘event_type’ in all events
• All IP events with src_ip and dest_ip keys
• Flow ID to correlate events



How to get Suricata data into Splunk

• Splunk understands JSON natively
• Splunk and Suricata on same box:

• Point it to the file
• Splunk and remote Suricata:

• Use the Splunk-provided “Splunk Forwarder”
• Use syslog 



So, why do we need an App ?
Ready-to-use right out of the box

• Dashboards
• Reports

CIM Model
• Correlation with other source of events

Demonstrate Suricata capabilities
• Intrusion Detection
• Network Security Monitoring

Available to everyone
• AGPLv3
• Available on Splunkbase: https://splunkbase.splunk.com/app/5262/
• Github: https://github.com/StamusNetworks/stamus_for_splunk

https://splunkbase.splunk.com/app/5262/
https://github.com/StamusNetworks/stamus_for_splunk


Suricata is an IDS



Suricata IDS



Key Takeaways

• Use app layer metadata
• Most context you need is 

there
• Use flow id to correlate 

more
• Use signature metadata

• Better for severity or 
classification

• Fine grain classification
• Use rare in search

• Top is mostly noise



Suricata is Network Security Monitoring (NSM)



Suricata NSM



Key Takeaways

• So many events type
• All visibility you need is there
• North South

• Internet protocols
• IOT

• East West
• SMB, NFS
• RDP
• Industrial protocols

• Leverage Splunk
• Flow to get communication 

map
• Other events to get details



Zoom on Fileinfo

• File transaction logging
• Cross protocol events

• http, ftp-data, smtp, smb, nfs
• Hash computation
• File magic identification

• Client side information
• The file ends up on computer disk
• North-South: http, smtp, ftp-data
• Lateral: smb, nfs
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Suricata Fileinfo



Key Takeaways

• Really valuable source for 
detection
• Local information
• From the network
• Lateral movement focus

• Benefit from Splunk 
computation capabilities 



Mixing things up



IP Analysis



Key Takeaways

• Use flow events
• Uncover services active 

during search duration
• Get a communication matrix

• Use other NSM events
• Deep dive into inventory of 

network
• Extract key characteristics



Conclusion
• Suricata is IDS & NSM

• Best open source IDS
• Top tier open source NSM solution
• File extraction
• Pcap capture

• Splunk is powerful
• Great visualization
• Powerful SPL language

• Stamus Networks App for Splunk
• Available on Splunkbase: https://splunkbase.splunk.com/app/5262/
• Github: https://github.com/StamusNetworks/stamus_for_splunk

https://splunkbase.splunk.com/app/5262/
https://github.com/StamusNetworks/stamus_for_splunk


Éric Leblond
Chief Technology Officer, Co-Founder

ELeblond@Stamus-Networks.com

Thank You



Extra Information



Anomaly detection



Anomaly Detection 



Key Takeaways

• Combine
• Extended NSM data
• Analyst experience

• Leverage Splunk power
• “Advanced” queries
• State tracking via lookup



Stamus Networks Extension

• Dedicated dashboards using data enrichment done by Scirius Security 
Platform

• Access data of Host Identification Database
• Get software version of all HTTP servers in the rocket.science network:

| snhostsearch filter="services.values.app_proto=http net_info.agg=rocket.science"| spath 
"services{}.values{}.http.server" | top "services{}.values{}.http.server"

• Enrich a search with hostname resolution: 

event_type="alert"| lookup snhostlookup ip as dest_ip| stats count by hostname



Scirius Threat Radar data


