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Founded: 2014 by Eric Leblond and Peter Manev
Headquarters: Indianapolis, USA and Paris, France
Website: www.Stamus-Networks.com
Open-Source Solutions:

*3 *x, SELKS — open source Suricata turnkey distro

o

GopherCap — open source PCAP playback tool
Stamus Networks App for Splunk — integration of SSP and
Suricata into Splunk

Commercial Solutions:

e Stamus ND and Stamus NDR — commercial network
threat detection, hunting and response solution
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Stamus Networks Open-Source Projects

30
o ISF SURICATA

10+ years development
on Suricata

Executive leadership of
OISF

Frequent training and
public speaking

Turnkey Suricata-based
IDS/IPS/NSM

Graphic rule manager
Basic threat hunting

Contributed by Stamus
Networks in 2014

Stamus App for Splunk

Suricata IDS alerts and
NSM protocol data

Hunting & IR dashboards
including “Suricata for
Zeek users”

Contributed by Stamus
Networks in 2021
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GopherCap

Innovative PCAP
manipulation

Accurate playback
directly from tar
archives

Contributed by Stamus
Networks in 2020
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Summary

* Introduction on Suricata and Splunk

e Demo of Suricata IDS capabilities in the app
 Demo of Suricata NSM capabilities in the app
e Demo of IP analysis in the app

e Demo of anomaly detection in the app
 Further resources
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Splunk® 101 =
The Data-to-Everything™ Platform —rEr—
* Collect all events from information system
* Store them and scale \

e Search Processing Language (SPL)
*  Really advanced search capabilities
* Visualizations
e Dashboards
* Interactive Splunk’s Usage in Security
Multiple deployments
*  Splunk Enterprise * AsallEM
Splunk Cloud *  Via Splunk Enterprise
—_— *  Via Splunk Enterprise Security (dedicated SIEM
solution)
 CIM model

 Allow to map fields from different sources
e Allow correlation between events

SURICON

SSTAMVS

NETWORKS BOSTON 2021




Suricata: One eve.json file to
rule them all

action: allowed

category: A Network Trojan was detected
gid: 1

metadata: { [+]

i

e Allin JSON Format

signature: ETPRO MALWARE Trickbot Requesting networkDll Module

* No need to open multiple files

¥
app_proto: http

e Both alert and NSM events

dest_port: 80

e |nthe same file evt_ope: sir
e With same format ;

flow_id: 2188896870635135

* Fully-enriched alerts .
* Protocol metadata byt Y
* Signature information o (T
 Structured format
° Key ’event_type’ |n a” events | HRL et driitmle: l """" """"""""""" F """"""
° AII IP events With Src_ip and dest_ip keys Rt......I5 i uvk“LLbll~DLLu"UHH“LL

http_user_agent: WinHTTP loader/1.0

h
h
3
h

* Flow ID to correlate events e
3 : /scrimet.png
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How to get Suricata data into Splunk

* Splunk understands JSON natively

* Splunk and Suricata on same box:
 Point it to the file

 Splunk and remote Suricata:
e Use the Splunk-provided “Splunk Forwarder”
e Use syslog
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So, why do we need an App ?

% Ready-to-use right out of the box

e Dashboards
* Reports

CIM Model
e Correlation with other source of events

Demonstrate Suricata capabilities

* |ntrusion Detection
* Network Security Monitoring

Available to everyone

e AGPLvV3
* Available on Splunkbase: https://splunkbase.splunk.com/app/5262/
e Github: https://github.com/StamusNetworks/stamus for splunk
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https://splunkbase.splunk.com/app/5262/
https://github.com/StamusNetworks/stamus_for_splunk

Suricata is an IDS

Suricata IDS Dashboard snowriters Edit Export v

Dashboard using data from Suricata alerts

Alerts History by Category

600

400 — ANetwork Trojan was detected
— Attempted Information Leak
— Device Retrieving External IP Address Detected
= Malware Command and Control Activity Detected
Misc activity
= Not Suspicious Traffic

200 — Potential Corporate Privacy Violation
— Potentially Bad Traffic
Unknown Traffic
\ / g — NULL
— A

Wed Nov 4 Fri Nov6 Sun Nov 8 Tue Nov 10 Thu Nov 12 Sat Nov 14 Mon Nov 16 Wed Nov 18 Fri Nov 20 Sun Nov 22 Tue Nov 24 Thu Nov 26 Sat Nov 28 Mon Nov 30 Wed Dec 2 Fri Dec 4
2020
Alerts Categories Top Host by unique alert count Rare Signatures
P: Sigs count percent
Attempted Information Leak
Device Retrieving External IP Address Detected 10.0.0.101 31 Sl % %
Miscactivity ET CURRENT_EVENTS Terse alphanumeric executable downloader high 1 0.045434
Potential Corporate Privacy Violation [ 192.168.49.10 22 likelihood of being hostile
NotSuspicious Traffic 535 aR AT 5
Potentially Bad Traffic . . ET MALWARE Terse alphanumeric executable downloader high 1 0.045434
192.168.50.10 21 likelihood of being hostile
Malware Command a_ntrol Activity Detected
192.168.51.10 21 ET MALWARE Win32/IcedID WebSocket Request M2 2 0.090868
192.168.50.128 20 ET MALWARE [PTsecurity] Trickbot Data Exfiltration 2 0.090868
Hknonn e 192.168.51.128 5 ET POLICY External IP Lookup Domain (myip.opendns .com in DNS 2 0.090868
lookup)
192.168.48.128 13
ET POLICY Possible External IP Lookup ipinfo.io 2  0.090868
ETPRO HUNTING Observed Apostrophe in CN field of SSL/TLS Cert 2 0.090868
ETPRO MALWARE MalDoc Requesting Various Payload 2018-09-24 2 0.090868
ETPRO MALWARE Observed Malicious SSL Certificate (IcedID CnC) 2 0.090868
ETPRO MALWARE Ursnif Loader Activity 2018-09-25 2 0.090868
Rare HTTP User Agents in Alerts Top HTTP Hostnames in Alerts
count percent
icanhazip.com
http http_user_agent = $ $
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Suricata IDS
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Key Takeaways

=
* T ; T ' * Use app layer metadata
"‘F J e Most context you need is
: ; s there
====3  Use flow id to correlate
more

* Use signature metadata
* Better for severity or
classification
* Fine grain classification

e Userarein search
 Top is mostly noise

: I |
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Suricata is Network Security Monitoring (NSM)

Suricata for Zeek Users Dashboard snowriters Edi i = Exportex
Events per Event Type
60,000
- alert
40,000 — dhcp
— dns
— fileinfo
flow
- http
20,000 — poststats
— smb
stamus
—1lg
- ~——— : — OTHER
Wed Nov 4 Fri Nov 6 Sun Nov 8 Tue Nov 10 Thu Nov 12 Sat Nov 14 Mon Nov 16 Wed Nov 18 Fri Nov 20 sun Nov 22 Tue Nov 24 Thu Nov 26 Sat Nov 28 Mon Nov 30 Wed Dec 2 Fri Dec 4
2020
HTTP Hostname HTTP User Agents
www.google.com Mozilla/50 (Windows NT 61, Win64,>64) A_e Gecko) Chrome/750.37 310 Safari/537.36
myexternalip.com test
checkip.amazonaws.com 23.95.227159 curl7690 Mozilla/4 0 compatible; MSIE 7.0, Windo... Media Center PC 60; NET40C, NET40E)
170.238117.187 WinHTTP sender/10
cy5Eemie.com Mozilla/4.0 (compatible; MSIE 70. Windo..9: NET CLR 3030729, NET40C: NET4.0E}
Mozilla/50 (Windows NT 61, WOWEA4, Trident/7.0, rv11.0} like Gecko
193.26.217.230
198.46.190.14 Winhttp1/0
203.176135.102
curl7601
36.89106.69 WinHTTP lcader/10
TLS Server Name Indication TLS Version Top TLS JA3 Hashes
tls.sni & count # percent ¢ s JA3 Hash ¢ count * percent ¢
mqz83421ela.com 124 28.703704 6734f37431670b3ab4292b8f60129984 445 50.625711
orsement.nl 96 22.222222 fiEis 4d7a28d62263ed61de88cab6ebdl1e3 298 33.902162
gmail.com 80 18.518519 1d@95e68489d3c535297cd8df fba6ch9 119 13.538111
google.com 72 16.666667 669181281 1b9b03303d77c6f2eefd128 12 1.365188
www. gstatic. com 13 3.009259 wFLS d3elde2ca313c6c0a639f69cc3e924ad 3 0.341297
gfthwards.net 10 2.314815 b8d76bcf71a17de4a018e9d2987e3dad 2 0.227531
orsement.net 6 1.388889
5
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Suricata NSM
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Key Takeaways
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* S0 many events type
e All visibility you need is there
* North South
* Internet protocols
« 10T

* East West
e SMB, NFS
* RDP
* Industrial protocols

* Leverage Splunk
* Flow to get communication

map
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 Other events to get details




Zoom on Fileinfo

* File transaction logging

* Cross protocol events
* http, ftp-data, smtp, smb, nfs

 Hash computation
* File magic identification

* Client side information
* The file ends up on computer disk
* North-South: http, smtp, ftp-data
e Lateral: smb, nfs
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Suricata Fileinfo
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Key Takeaways
GOT Ell LIKEINEO

Really valuable source for

detection
Local information
From the network
Lateral movement focus

Benefit from Splunk
computation capabilities
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Mixing things up

Suricata IP investigation Edt Export™y
Suricata data for IP under investigation
Interval to Search IP Address
Last 7 days v 10,0010 m Hide Filters
Count of events by type over time Events per type Alerts
6,000
dhcp
ET POLICY External IP ..ns com in DNS lookup)
fileinfo
kb5
4,000
dns
ET EXPLOIT Poss
2,000
= stamus
ET EXFLOIT ETERNAL .em Response MSI7-010
Fri Nov 27 Sun Nov 29 Tue Dec 1 Thu Dec 3 b
2020 il
Active Services during Interval
Port < Application Protocol = First Seen < Last Seen <
123 ntp 2020-12-01T10:54:38.053050+0100 2020-12-01T15:10:50.943725+0100
135 dcerpc 2020-12-01T10:55:56.860792+0100 2020-12-01715:52:17.928955+0100
138 failed 2020-12-01T11:40:11.877657+0100 2020-12-01T15:43:30.494693+0100
3268 failed 2020-12-01711:40:25.769103+0100 2020-12-01T14:22:56.934197+0100
389 failed 2020-12-01T710:54:45.662547+0100 2020-12-01715:52:04.167915+0100
445 smb 2020-12-01710:55:57.393278+0100 2020-12-01T15:52:42.425248+0100
49155 dcerpc 2020-12-01T10:55:56.863115+0100 2020-12-01T15:52:32.936887+0100
49158 dcerpc 2020-12-01711:56:47.762843+0100 2020-12-01715:52:17.928868+0100
53 dns 2020-12-01T10:54:37.547886+0100 2020-12-01T715:52:03.540514+0100
88 krbs 2020-12-01T710:54:45.677751+0100 2020-12-01714:31:40.206451+0100
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IP Analysis
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Key Takeaways
T0 QUOTE SHAKIRA ,

Use flow events
* Uncover services active
during search duration
* Get a communication matrix

e Use other NSM events
 Deep dive into inventory of
network
e Extract key characteristics

= NETWORK
. HOPSDONTLIE.
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Conclusion
e Suricatais IDS & NSM

* Best open source IDS

* Top tier open source NSM solution
* File extraction

*  Pcap capture

* Splunkis powerful
e Great visualization
*  Powerful SPL language
e Stamus Networks App for Splunk

* Available on Splunkbase: https://splunkbase.splunk.com/app/5262
*  Github: https://github.com/StamusNetworks/stamus_for_splunk
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https://splunkbase.splunk.com/app/5262/
https://github.com/StamusNetworks/stamus_for_splunk

T hank You

Eric Leblond
Chief Technology Officer, Co-Founder
ELeblond@Stamus-Networks.com
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Extra Information
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Anomaly detection

Unique Alerts Explosion Save Save As

event_type="alert" sourcetype="suricata:alert" | spath alert |

eval ip=mvappend(src_ip, dest_ip) |

lookup ip_alert_seen.csv ip, alert.signature_id |

eval alert_first_seen=if(isnull(first_seen), relative_time(now(), "+1de@d"), strptime(first_seen, "%Y-%m-%dT¥H:%M:%S.%6N%z")) |
addinfo |

eval diff_alert_start=(tonumber(alert_first_seen) - info_min_time) |

search diff_alert_start > 0 |

stats distinct_count(alert.signature_id) as unig_alerts, min(timestamp) as alerts_first_seen, max(timestamp) as alerts_last_seen by ip |
search unig_alerts >= 4 |

eval alert_start= strptime(alerts_first_seen, "%Y-%m-%dT¥H:%M:%S.%6N%z") |

eval alert_end= strptime(alerts_last_seen, "%Y-%m-%dTHH:%M:%S.%6N%z") |

eval duration=tostring(round(alert_end - alert_start, 0), "duration") |

table ip, uniq_alerts, alerts_first_seen, alerts_last_seen, duration

v 471 events (11/3/20 12:00:00.000 AM to 12/3/20 10:27:39.000 PM) No Event Sampling ¥ ©® Job~
Events (471) Patterns Statistics (5) Visualization
€ Pie Chart # Format 88 Trellis
23.95.227159

192.168.48.128
203.176135.102

192.168.49128

192.168.4910

View

Create Table View Close

& L

Last 30 days ¥ n

8 Verbose Mode ¥

N
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Anomaly Detection
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Key Takeaways

Combine

f‘ so Pow““:l"- e Extended NSM data

2 * Analyst experience
8 W .
\g ‘ B < | everage Splunk power

 “Advanced” queries
» State tracking via lookup

J012
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Stamus Networks Extension

* Dedicated dashboards using data enrichment done by Scirius Security

Platform
e Access data of Host Identification Database
e Getsoftware version of all HTTP servers in the rocket.science network:

| snhostsearch filter="services.values.app_proto=http net_info.agg=rocket.science"| spath
"services{}.values{}.http.server" | top "services{}.values{}.http.server"

 Enrich a search with hostname resolution:

event_type="alert"| lookup snhostlookup ip as dest_ip| stats count by hostname
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Scirius Threat Radar data

Stamus Networks STR Dashboard snowriters

Data from Scirius Threat Radar

Stamus Threat Detection

Distribution by Kill Chain Phase

installation

exploitation

delivery

Assets Timeline

14:00:00
192.168.62.128

192.168.62.10

Threat Families

Lateral Movement

Custom Threats

command_and_control

14:05:00

Timeline of Stamus Events on Assets

7.5
5 ﬂ
EternalBlue
Lateral SMB
25 | Mecha.. par IP
I II Trickbot
100 PM 200 PM 300 PM
Thu Dec 10
2020
14:10:00 14:15:00

Number of Assets per Threat

Assets with Threat(s) by Network

14:20:00 14:25:00

EternalBlue

Trickbot

Lateral SMB

Edit Export v

mars-lab.stamus

]

Trickbot
EternalBlue

Mechante connex

[7] Lateraisms

SURICON



