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Outline of Today’s Session

Introductions

Suricata and SELKS

Reducing noise with metadata classification
Finding needle in the haystack - filter alerts
Demo

Reducing noise further with
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SU RICATA - Aiiglcr—]griented threat insights

Additional resources
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Founded: 2014 by Eric Leblond and Peter Manev
Headquarters: Indianapolis, USA and Paris, France
Website: www.Stamus-Networks.com
Open-Source Solutions:

*3 *x, SELKS — open source Suricata turnkey distro

o

GopherCap — open source PCAP playback tool
Stamus Networks App for Splunk — integration of SSP and
Suricata into Splunk

Commercial Solutions:

e Stamus ND and Stamus NDR — commercial network
threat detection, hunting and response solution
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Stamus Networks Open-Source Projects

30
o ISF SURICATA

10+ years development
on Suricata

Executive leadership of
OISF

Frequent training and
public speaking

Turnkey Suricata-based
IDS/IPS/NSM

Graphic rule manager
Basic threat hunting

Contributed by Stamus
Networks in 2014

Stamus App for Splunk

Suricata IDS alerts and
NSM protocol data

Hunting & IR dashboards
including “Suricata for
Zeek users”

Contributed by Stamus
Networks in 2021

. SSTAMVS

GopherCap

Innovative PCAP
manipulation

Accurate playback
directly from tar
archives

Contributed by Stamus
Networks in 2020
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Suricata 101

Live Traffic Analysis Network Intrusion Detection

- Passive analysis of packet copies
- Active

— On packet path
— Intrusion Prevention System

Signature based

Support 60,000 signatures at full speed
Extended signature language

Extensive list matching

Lua extensions

Forensic Analysis

. Pcap capture reading
Network Security Monitoring

Performance - Extract events from application layers
«  From Raspberry Pi to 100 Gbps - Extended protocol support
 Multithreaded — Internet: HTTP, HTTP/2, TLS, FTP, SMTP, DNS, ...

— Corporate: Kerberos, SMB, NFS, IKEv2, RDP, ...

Community-based Development — 10T/Industrial: MQTT, enip, dnp3, modbus, ...

« GPLv2
- Driven by OISF
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Suricata IDS Alerts

(~ "alert” : { )
"signature_id" : 906200056

JSON format

Ygrd* s

traditional data "signature" : "SSLBL: Malicious JA3 SSL-Client Fingerprint detected (Tofsee)”
"action” : "allowed"
"category® : ""

"severity” : 3

rev" : 1

}

\_ 8 J
"timestamp" : "2021-02-10707:47:38.252160+0100"

»

“hostname_info" : {. ..}
“proto™ s “TCP™

“tenant” : 63

P flow® o s st

» "pet_info" : {...}
(~ *tis" : { B )

"notafter” : "2020-06-01T04:00:01"

“fingerprint" : "8e:7f:e1:92:c4:1c:fa:4c:ec:2b:9f:8d:84:77:24:50:2d:28:80:03"

"serial™ : "00:8D:97:00:01:50:D3:53:30"

“version” : "TLSv1l"®

Y. Sjadriad
"hash™” : "1d095e68489d3c535297cd8dffbO6ch9”
"string” : "769,47-53-5-10-49171-49172-49161-49162-50-56-19-4,65281-0-10-11,23-24,0"
¥ "agent" : [

o0
A

SURICON
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Suricata Network Event

TLS event type

Extended TLS

"event type" : "tls" ]

"@version” : "1"
"src_port® : 50008
"dest_ip" : "95.142.46.236"

"@timestamp™ : "2021-02-10T06:47:38.252Z"
"offset™ : 572437225

"in_iface" : "dummy@"
"type" : "json-log"
"timestamp" : "2021-02-10T07:47:38.252160+0100"
* "hostname_info" : {. ..}

"proto” : "TCP"

"tenant” : 63

¥ mpetiinforindiaat

Y N

"notafter” : "2020-06-01T04:00:01"

handshake analysis

“fingerprint" : "8e:7f:el:92:c4:1c:fa:4c:ec:2b:97:8d:84:77:24:50:2d:a8:80:03"

"serial™ : "00:8D:97:00:01:50:D3:53:30"

— Old fashioned TLS
version

[ version" : "TLSvl ]7
*.*ja3" i {
"hash” :

"1d095e68489d3c535297cd8dffbo6cb9”

"string™ : "769,47-53-5-10-49171-49172-49161-49162-50-56-19-4,65281-0-10-11,23-24,0"

¥ "agent" : [

0 : "Non-Specific Microsoft Socket, Malware Test FP: brazil-malspam-pushes-banlog

1
}
"sni" : "germakhya.xyz"
[ "subject" : "C=US, ST=AK, O=Hayden tweezers's, OU=idols insensate, CN=Landon.com‘]”””
¥t ya3s™
"string” : "769,47,65281"
"hash” : "4192c0a946c5bd9b544b4656d9f624a4"
}
"notbefore" : "2019-06-02704:00:01"
[ "issuerdn® : "C=US, ST=AK, O=Hayden tweezers's, OU=idols insensate, CN=Landon.com"

\_}

Nice self-signed
certificate
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Meaningful data from Suricata alerts

- Application layer metadata
- HTTP, TLS, SMTP, ...

- Signature metadata

.

alert http SHOME NET any -> SEXTERNAL NET any (msg:"ET MALWARE Cobalt Strike Malleable C2 (Havex APT)"; flow:established,to server;

http.request line; content:"GET|20|/include/template/isx.php|20|HTTP/1.1"; fast pattern; bsize:38; http.cookie; bsize:172; conten

t:"="; offset:171; depth:1; endswith; pcre:"/"[a-zA-Z0-9\/+]{171}=$/"; http.user agent; content:" Java/"; reference:url,github.com/
rsmudge/Malleable-C2-Profiles/blob/master/APT/havex.profile; classtype:command-and-control; sid:2029740; rev:1;
roduct Windows XP Vista 7 8 10 Server 32 64 Bit, attack target Client Endpoint, created at 2020 03 26,

metadata:alf fected p

deployment Perimeter, former

category MALWARE, | malware family Cobalt_Strikel signature severity Major, updated at 2020 03 26, |[mitre tactic id TA@011l, mitre tac
tic name Command And Control, mitre technique id T1001, mitre technique name Data Obfuscation;)

0
L
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Suricata Context with Alerts - Application Layer

¢ malart™ s fece o}

"timestamp" : “2021-02-10T07:47:08.559859+0100"
* "hostname_info" : {. ..}

“proto™ i TTER"

HTTP metadata —— ¥ "http” : {
"protocol” : "HTTP/1.1"

More context:

"http_user_agent" : "Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko” )
Direct IPv4
"hostname” : "198.12.71.157"
hostname
"status” : 200
"http_request_body printable” : "w._].j..Rq.. ..VE.v r........}.=:<V.]Z...... P~6...ft./.wT6.
Decompressed : —
P "http_response_body printable” : "<html><body><hl>It works!</hl><p>This 1s the default web p
HTTP body
response http_method" : "POST
* "user_agent” : {...}
"http_content_type" : "text/html”
"http_port" : 443 HTTP on port 443
“length® : 173
"url" : “/admin/get.php”
} %)

SURICON
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Suricata Context with Alerts - Signature Metadata

varalept® o i)
Y "metadata” : {

v

"signature_severity” : [

0 : "Major"
1
¥ "former_category" : [
Targeted product ® : "MALWARE"
1
[~ “affected product” : [
0: ”S\'indO'n's~XP~Vista_7—_8_10~5erver_32*64__81'(“]
s

[ ~ "malware_family” : [ ]

. /L 0 : "TrickBot"
Malware family ]

Y "created_at" : [
0 : 2019 02_15"

— Creation and
update dates

¥ "attack_target" : [

0 : "Client_Endpoint"

¥ "updated_at” : [
0 : "2020_09 16"

"deployment” : [ X

0 : "Perimeter" SURIBUN
: N SSTAMVS e
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@ Introducing SELKS

Turnkey Suricata-based IDS/IPS/NSM ecosystem with its own graphic rule manager and basic network threat
hunting capabilities, developed by Stamus Networks

Debian-based live distribution built from 5 key open
source components that comprise its name:

— Suricata

— Elasticsearch

— Logstash

— Kibana

— Stamus Scirius Community Edition

Also contains Evebox and Arkime (on ISO version)

Up and sniffing in 2 minutes with Docker based version

Freely available and is released under the GNU
GPLv3 license

The source files, README, issues tracker and wiki may be found on GitHub:
https://github.com/StamusNetworks/SELKS

SURICON

S STAMVS
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https://github.com/StamusNetworks/SELKS

The' Challenge - Lots of Data. NoObvious Starting Point

Typical day at enterprise SOC:
SO0,000,000 network events

11,540,557




Select Alerts by Filtering

Use filtering methods to limit the number of alerts

« Don’t use severity
— No rules writers use it and set it
— Default value is set to critical

« 2 complementary approaches

— Classification based
* Select real threats
* CnC, Malware
— Hunting approach
* Increase investigation priority of alerts by combination of factors
®* Protocol anomaly
® Suspect or unusual content

SURICON
S STAMVS
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Live Demonstration

SELKS with Scirius Community Edition (CE)
— Filter out noise
— Active hunting

— Discover unknown threats

SURICON
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2 minutes to threat hunting with Docker based version

pem@DonPedros: /home/pem# git clone https://github.com/StamusNetworks/SELKS.git
pem@DonPedros: /home/pem# cd SELKS/docker/
pem@DonPedros:/home/pem/SELKS/docker# ./easy-setup.sh

Pulling evebox ... done

Pulling nginx ... done
Building containers, this can take a while... (arround 10 minutes)

To start SELKS, run 'docker-compose up -d'
You have chose to install Portainer, visit https://localhost:9000 to set your portainer password, and select the docker option

real Im31.110s
user Oml.478s
sys 0m0.287s

pem@DonPedros: /home/pem/SELKS/docker# time docker-compose up -d

Creating network "selks network" with the default driver O L' OS
Creating scirius ... done n any Inux

Creating evebox ... done
Creating elasticsearch ... done
Creating kibana ... done
Creating nginx ... done
Creating suricata ... done
Creating logstash ... done

real Om33.708s
user Om2.011s
sys 0m0.073s RYS

SU
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Focusing with Metadata Filter Sets - Malware

Filter only malware-related alerts

Filter Sets x

IP | [ / | ON Informational m Relevant Untagged Q| hunt
Active Filters: [EUESSEERNIRIZCI PR Clear| Save > Global Filter Sets

0 Filter Sets
110 > Private Filter Sets
o 0 Filter Sets
55 v Stamus Predefined Filter Sets
w 17 Filter Sets
22 2
0 . .
2021-02-10 2021-02-10 2021-02-10 2021-02-10 2021-02-10 2021-02-10 2021-02-10 2021-02-10 2021-02-10 2021-02-10 2021-02-10 2021-02-10 = Hune: Proxy services :
05:00 05:30 06:00 06:30 07:00 07:30 08:00 08:30 09:00 09:30 10:00 10:30 Hosts Page | Static

B untagged = relevant

&  Hunt: Non common TLDs :

Alerts Page | Static

Basic Information

B2 Hunt: Not common HTTP servers H

Signatures H Categories Severities Prc

Hosts Page | Static

ETPRO MALWARE PowerShell Empire Request HTTP Pattern A Network Trojan was detected

& Hunt: Potential Bot HTTP User Agents

ET MALWARE Possible PowerShell Empire Activity Outbound Malware Command and Control Activity Detected 3 Hosts Page | Static

ET MALWARE Suspected Powershell Empire GET M1 0 Unknown Traffic Hunt: Low noise signature events H

Signatures Page | Static
ETPRO MALWARE PowerShell Empire Response HTTP Pattern 0 Misc activity

@ Hunt: Trojan related events H

-0
B B H E
N
a

ET JA3 Hash - Possible Malware - Various Trickbot/Kovter/Dridex Potentially Bad Traffic

Dashboard Page | Static

or izati | | f " ti @  Hunt: Malware related events H
rganizational Information Dashboard Page | Static

SURICON
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Focusing with Metadata Filter Sets - C2 Example

Filter only Command and Control - related alerts

IP I Filter by IF l ON Informational m Relevant Untagged Policy Actions

PYSUVERSIIEE alert.category: Malware Command and Control Activity Detected  ¢#* X NelETgIR-INS

a5

36

27

current count

2021-02-10 2021-02-10 2021-02-10 2021-02-10 2021-02-11 2021-02-11 2021-02-11 2021-02-11 2021-02-11 2021-02-11 2021-02-11 2021-02-11
17:00 19:00 21:00 23:00 01:00 03:00 05:00 07:00 09:00 11:00 13:00 15:00 [+] previous count B current count

B sn-probe-aws-2

edit * reset

Basic Information
Signatures H Categories Severities Probes

ET MALWARE ABUSE.CH SSL Blacklist Malicious SSL certificate detected (... m Malware Command and Control Activity Detected m 1 m sn-probe-aws-2 m

ETPRO MALWARE Trickbot Checkin Response n

ETPRO MALWARE Ursnif Variant CnC Beacon 8 M1 n

ETPRO MALWARE Ursnif Variant CnC Beacon 8 M2 n

ETPRO MALWARE W32/Trickbot C2 (networkDIl module) n

o)

SURICON
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Hunting with Metadata Filter Sets - Image Executables

Filter only obfuscated executables as images as used by Trickbot, Dridex,
Ursnif and variants

PYaCERs el http.http_content type: image* »* X @ alertsignature: exe* 4 X NalRTgREivC

50
40
30
20
’ /\
0 =
2021-02-08 2021-02-08 2021-02-08 2021-02-09 2021 02 09 2021-02-09 2021-02-09 2021-02-09 2021-02-09 1
16:00 19:00 22:00 01:00 07:00 10:00 13:00 16:00
[ Ad)
SURICON
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Hunting with Metadata Filter Sets - Direct HTTP Connect

Filter only direct HTTP IPv4 connections to public IPs not using a
domain name

JaUCRIIEES app_proto: http & S X

ES Filter: { NOT http.hostname.keyword: /10\..%\..*\..*/ AND NOT http.hostname keyword: /192\.168\..*\..*/ AND NOT http.hostname keyword: /172\.<16-32>\..*\..#/ ) AND http.hostname.keyword: /([0-9{1,30}{3}0-9K1.3Y ¢ X (RTINS Global Filter Sets

22 Filter Sets
5410 ®  Hunt: HTTP non internal direct IP :
4328 requests and replies
3246 Dashboard Page | Shared
2164
1082 ®  Hunt: HTTP direct requests and :

replies to private IP
Dashboard Page | Shared

S STAMVS
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Hunting with Metadata Filter Sets - Old TLS Usage

Filter only older and unsupported TLS protocol usage

X CRsisSl app_protoitls o S8 X

es_filter: tis.version.keyword: TLSv1* OR tIs.version.keyword: SSL* AND NOT tis.version.keyword: TLSv1.3 AND NOT tis.version.keyword: TLSv1.2 o X FalEIgEeEIS

50
40
30
20
10
0 — o ———
2021-02-08 2021-02-08 2021-02-08 2021-02-09 2021-02-09 2021-02-09 2021-02-09 2021-02-09 2021-02-09 2021-02-09 2021-02-09 2021-02-10 2
16:00 19:00 22:00 01:00 04:00 07:00 10:00 13:00 16:00 19:00 22:00 01:00

SURICON
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Hunting with Metadata Filter Sets - “Root” in Payload

Filter only payloads that include the word “root” in HTTP alert events

YRS app_proto:http &4 59 X es_filter: payload_printable.keyword: *root* ¢ X FEEEISEFEIUC
50
40
30
20
10
0
2021-02-08 2021-02-08 2021-02-08 2021-02-05 2021-02-09 2021-02-09 2021-02-09 2021-02-09 2021-02-00 2
16:00 19:00 22:00 01:00 04:00 07:00 10:00 13:00 16:00
SURICON
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S STAMVS

Filtering is Great, but Still Has its Challenges

Individual hunting filters give interesting point of view

We need a global view of what’s relevant

— lterating on filters is a pain

NETWORKS



One Solution: Tagging for Priority

Implementation possibilities:

— Run a set of queries of Elasticsearch to update ? @
the data oA
— Add post processing on JSON data produced by | Heantie e
Su ri Cata augomzticaaslly
An d |ySt ’}RSIgev:nt”
Daily
Simple but useful two-option classification Routine

— “Informational” or “Relevant”

Investigate
potential
incidents if
needed

SURICON
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Next Refinement: Asset-Oriented Insights

Still noisy after tagging

— Alerts are repeating: CnC beacon

Detection is first step of incident response
— Analyst wants to know what threats are on assets
— Doing a list of assets under threats is complicated

— Limit the noise, straight to the point

Methodology

SURICON

SSTAMVS - el
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ldentifying the “Who”

How to identify the assets under attack
— Dest IP as asset ?
— SrcIP as asset ?

— |t depends:

alert tcp SEXTERNAL NET any -> SHOME NET any (msg:"ET SCAN NMAP -f -sX™; fragbits:/M; dsize:0; flags:FPU,12; ack:
0; window:2048; threshold: type both, track by _dst, count 1, seconds 60; reference:url,doc.emergingthreats.net/20
00546; classtype:attempted-recon; sid:2000546; rev:7; metadata:created at 2010_07_30, updated at 20106_07_30;)
alert http SHTTP SERVERS SHTTP PORTS -> SEXTERNAL NET any (msg:"ET SCAN Unusually Fast 403 Error Messages, Possib
le Web Application Scan”; flow:from server,established; content:"HTTP/1.1 403"; depth:13; threshold: type thresho
1d, track by _dst, count 35, seconds 60; reference:url,www.checkupdown.com/status/E403.html; reference:url,doc.eme
rgingthreats.net/2009749; classtype:attempted-recon; sid:2009749; rev:4; metadata:created at 2010_07_30, updated

at 20160_07_30;)

o0
A
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Introducing the ‘target’ keyword
Use the target keyword

— Point it to the asset side

— Update event with needed info

— Introduced in Suricata by E. Leblond in 2016
— Picked by snort really fast

alert http $HOME NET any -> $EXTERNAL NET any (msg:"ET MALWARE Cobalt Strike Malleable C2 (Havex APT)"; flow:established, to server; http.r
equest line; content:"GET|20|/include/template/isx.php|20|HTTP/1.1"; fast pattern; bsize:38; http.cookie; bsize:172; content:"="; offset:1l
71; depth:1; endswith; pcre:"/"[a-zA-Z0-9\/+]{171}=$/"; http.user agent; content:" Java/"; reference:url,github.com/rsmudge/Malleable-C2-P
rofiles/blob/master/APT/havex.profile; classtype:command-and-control; sid:2029740; rev:1l; metadata:affected product Windows XP Vista 7 8 1
O Server 32 64 Bit, attack target Client Endpoint, created at 2020 03 26, deployment Perimeter, former category MALWARE, malware family Co
balt Strike, signature severity Major, updated at 2020 03 26;|target:src_ip;|)

SU
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Result of ‘target” keyword _
SNHEYRULES WRITER|

.~

Target keyword improve event
— alert.source
— alert.target

’ ‘—\s.___

Asset list is now trivial to do

Sadly not picked up by rules writers
— Not used in Proofpoint ruleset

— As a result, we must use
- Heuristic to determine the value
- Manual settings of the value
- Target automatic addition is available in SELKS

CAN | HAZ TARGET 2

SURICON
SSTAMVS - il



Switch to Asset + Threat view

Simple Kibana queries using Suricata data and signatures using target

— Display alert.target.ip

— Combined to signature metadata Malware_family value

Add a filter 4
| logstash-alert-*
alert.target.ip.raw: Descending
Data Options
10.7.5.5
Metrics 10.7.5.5
n Metric Count 10.7.5.5
10.7.5.101
10.7.5.101
10.7.5.101
Buckets
10.7.5.101
n Split Rows alert.targetip.raw: Descending © [ |x
10.7.5.101
' Split Rows alert. metadata.malware_family.keyword: Descending © [ |x

alert. metadata.malware_family.keyword: Descending

PowerShell_Empire
TrickBot
ETERNALBLUE
Zeus_Panda

ursnif

TrickBot

IcedID

Maldoc

sl T AA

SURICON
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Asset timeline in Stamus NDR

10.7.5.101 Timeline

Kill Chain Changes & Threats

2021-10-08 07:17:11 ~ MalDoc switched asset to

2021-10-08 07:17:54 O Ursnif switched asset to

Command and Control

2021-10-08 07:19:31 o Trickbot first seen in
Command and Control

2021-10-08 07:22:11 o Trickbot switched asset to
Actions on Objectives

2021-10-08 07:48:54 O IcedID first seen in
Command and Control

Offenders/Offended

2021-10-08 07:23:56 () EternalBlue targeted
10.7.5.5




Challenges of relying on signature metadata alone

Signatures classification can be complex
— Requires sighatures writer to identify source & target
— Some signatures only identify “possible” threats

— Variety of signatures sources => Variety of metadata and methodology

Analyst Daily Threat Intelligence Process

Review threat Update the
intelligence signature content Push updated
sources to with asset intelligence to

identify metadata and Sensors
interesting rules methodology

o0
A

SURICON
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Conclusion

e You can build efficient detection on top of Suricata
o Use all Suricata capabilities
o Build a practice to tag/filter your alert stream
o Add asset oriented insights
® Resources
o SELKS:
m Homepage: https://www.stamus-networks.com/selks
m Github: https://github.com/StamusNetworks/SELKS
o Traffic Capture Sources used in Demonstrations
m Malware Traffic Analysis:
® https://www.malware-traffic-analysis.net/2021/07/15/index.html
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https://www.stamus-networks.com/selks
https://github.com/StamusNetworks/SELKS
https://www.malware-traffic-analysis.net/2021/07/15/index.html

T hank You

|

Eric Leblond
Chief Technology Officer, Co-Founder
ELeblond@Stamus-Networks.com

SURICON
SO OISF

"
Peter Manev

Chief Strategy Officer, Co-Founder
PManev@Stamus-Networks.com
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