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Outline of Today’s Session
• Introductions

• Suricata and SELKS 

• Reducing noise with metadata classification

• Finding needle in the haystack - filter alerts

• Demo

• Reducing noise further with 
– Tagging
– Asset-oriented threat insights

• Additional resources



Founded: 2014 by Éric Leblond and Peter Manev

Headquarters: Indianapolis, USA and Paris, France

Website: www.Stamus-Networks.com

Open-Source Solutions:

● SELKS – open source Suricata turnkey distro

● GopherCap – open source PCAP playback tool

● Stamus Networks App for Splunk – integration of SSP and 

Suricata into Splunk

Commercial Solutions:

● Stamus ND and Stamus NDR – commercial network 

threat detection, hunting and response solution



Stamus Networks Open-Source Projects
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Turnkey Suricata-based 
IDS/IPS/NSM

Graphic rule manager 

Basic threat hunting

Contributed by Stamus 
Networks in 2014

10+ years development 
on Suricata

Executive leadership of 
OISF

Frequent training and 
public speaking

Innovative PCAP 
manipulation

Accurate playback 
directly from tar 
archives

Contributed by Stamus 
Networks in 2020

Suricata IDS alerts and 
NSM protocol data 

Hunting &  IR dashboards 
including “Suricata for 
Zeek users”

Contributed by Stamus 
Networks in 2021

SELKS Stamus App for Splunk GopherCap
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Suricata 101

• Passive analysis of packet copies
• Active

– On packet path
– Intrusion Prevention System

• Signature based
• Support 60,000 signatures at full speed
• Extended signature language
• Extensive list matching
• Lua extensions

Live Traffic Analysis

Performance

Community-based Development

Network Intrusion Detection 

Network Security Monitoring

• From Raspberry Pi to 100 Gbps
• Multithreaded

• GPLv2
• Driven by OISF

• Extract events from application layers 
• Extended protocol support

– Internet: HTTP, HTTP/2, TLS, FTP, SMTP, DNS, ...
– Corporate: Kerberos, SMB, NFS, IKEv2, RDP, ...
– IOT/Industrial: MQTT, enip, dnp3, modbus, ...

Forensic Analysis

• Pcap capture reading
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Suricata IDS Alerts

JSON format
traditional data
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Suricata Network Event

TLS event type

Extended TLS 
handshake analysis

Nice self-signed 
certificate 

Old fashioned TLS 
version



Meaningful data from Suricata alerts

- Application layer metadata
- HTTP, TLS, SMTP, ...

- Signature metadata
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Suricata Context with Alerts - Application Layer

HTTP metadata

Decompressed
HTTP body
response

Direct IPv4
hostname

HTTP on port 443

More context:
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Suricata Context with Alerts - Signature Metadata

Targeted product

Malware family
Creation and 
update dates
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Introducing SELKS

Debian-based live distribution built from 5 key open 
source components that comprise its name:

– Suricata
– Elasticsearch
– Logstash
– Kibana
– Stamus Scirius Community Edition

Also contains Evebox and Arkime (on ISO version)

Up and sniffing in 2 minutes with Docker based version

Freely available and is released under the GNU 
GPLv3 license

Turnkey Suricata-based IDS/IPS/NSM ecosystem with its own graphic rule manager and basic network threat 
hunting capabilities, developed by Stamus Networks

The source files, README, issues tracker and wiki may be found on GitHub: 

https://github.com/StamusNetworks/SELKS 

https://github.com/StamusNetworks/SELKS
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The Challenge - Lots of Data. No Obvious Starting Point

Typical day at enterprise SOC:

500,000,000 network events
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Select Alerts by Filtering
Use filtering methods to limit the number of alerts

• Don’t use severity
– No rules writers use it and set it
– Default value is set to critical

• 2 complementary approaches
– Classification based

• Select real threats
• CnC, Malware

– Hunting approach
• Increase investigation priority of alerts by combination of factors

• Protocol anomaly

• Suspect or unusual content
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Live Demonstration

SELKS with Scirius Community Edition (CE)

– Filter out noise

– Active hunting

– Discover unknown threats
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2 minutes to threat hunting with Docker based version

On any Linux OS
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Focusing with Metadata Filter Sets - Malware 
Filter only malware-related alerts
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Focusing with Metadata Filter Sets - C2 Example 
Filter only Command and Control - related alerts
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Hunting with Metadata Filter Sets - Image Executables 
Filter only obfuscated executables as images as used by Trickbot, Dridex, 
Ursnif and variants
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Hunting with Metadata Filter Sets - Direct HTTP Connect

Filter only direct HTTP IPv4 connections to public IPs not using a 
domain name
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Hunting with Metadata Filter Sets - Old TLS Usage
Filter only older and unsupported TLS protocol usage
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Hunting with Metadata Filter Sets - “Root” in Payload
Filter only payloads that include the word “root” in HTTP alert events
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Filtering is Great, but Still Has its Challenges
Individual hunting filters give interesting point of view

We need a global view of what’s relevant

– Iterating on filters is a pain
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One Solution: Tagging for Priority
Implementation possibilities:

– Run a set of queries of Elasticsearch to update 
the data

– Add post processing on JSON data produced by 
Suricata

Simple but useful two-option classification

– “Informational” or “Relevant”
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Next Refinement: Asset-Oriented Insights

Still noisy after tagging

– Alerts are repeating: CnC beacon

Detection is first step of incident response

– Analyst wants to know what threats are on assets

– Doing a list of assets under threats is complicated

– Limit the noise, straight to the point

Methodology
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Identifying the “Who”

How to identify the assets under attack

– Dest IP as asset ?

– Src IP as asset ?

– It depends:
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Introducing the ‘target’ keyword
Use the target keyword

– Point it to the asset side

– Update event with needed info

– Introduced in Suricata by E. Leblond in 2016

– Picked by snort really fast



27

Result of ‘target’ keyword
Target keyword improve event

– alert.source
– alert.target

Asset list is now trivial to do

Sadly not picked up by rules writers
– Not used in Proofpoint ruleset
– As a result, we must use

• Heuristic to determine the value
• Manual settings of the value
• Target automatic addition is available in SELKS
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Switch to Asset + Threat view
Simple Kibana queries using Suricata data and signatures using target

– Display alert.target.ip

– Combined to signature metadata Malware_family value
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Asset timeline in Stamus NDR



30

Challenges of relying on signature metadata alone
Signatures classification can be complex

– Requires signatures writer to identify source & target

– Some signatures only identify “possible” threats

– Variety of signatures sources => Variety of metadata and methodology
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Conclusion

● You can build efficient detection on top of Suricata
○ Use all Suricata capabilities
○ Build a practice to tag/filter your alert stream
○ Add asset oriented insights

● Resources
○ SELKS:

■ Homepage: https://www.stamus-networks.com/selks
■ Github: https://github.com/StamusNetworks/SELKS

○ Traffic Capture Sources used in Demonstrations
■ Malware Traffic Analysis:

● https://www.malware-traffic-analysis.net/2021/07/15/index.html

https://www.stamus-networks.com/selks
https://github.com/StamusNetworks/SELKS
https://www.malware-traffic-analysis.net/2021/07/15/index.html
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