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Introduction



Context

Encryption use is increasing
» General purpose protocols

m TLS 13
= QUIC

> VPNs

IPsec
OpenVPN
Wireguard
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Context

Attackers use off-the-shelf encrypted tunneling tools for
> C2
» Data exfiltration

Detection using DPI is possible with there are limitations:
» Costly
» TLS/other interception needed to keep visibility on encrypted traffic
» Tunelling by VPN?
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Problem statement

Objective

Detect tunnels using network traffic metadata.

Sub-objectives

Detect tunnelling

When tunnelling is present, classify tunnels
When a tunnel is present, classify application inside this tunnel
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Existing approaches around network traffic metadata

» What is network traffic metadata?
m Base: bytes (packet size-related) and time (eg inter-packet arrival time)
m Derived fatures: exchanged packet/byte number, ...

> Automated detection/classification using Machine Learning (ML)

» Example for traffic classification from®

MLaurent Bernaille, Renata Teixeira, and Kave Salamatian. “Early application
identification”. In: Pr%sledingns of Ehe 2906 ACM Cgbl;LEXT ﬁ_onference. ACM. 2006, p. 6.
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Existing approaches and our objectives

» Network traffic classification into categories usually in an ISP context
(closest to sub-objective 1)

m ML: (multiclass) classification between applications (eg web, mail, or
streaming), often including tunnels = different from our sub-objective 1
of detecting tunnels (which is binary classification)

m A lot of academic work

» Tunnel classification (sub-objective 2)
m ML: multiclass classification between tunnels once they are detected
m No existing work that we know of
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Existing approaches and our objectives

» Application classification inside tunnel (sub-objective 3):
m ML: multiclass classification between applications inside a tunnel
m Some work:

4
- [N
> .z & =
Auteurs Année o B 8 2 a
Wright et al. 2006 X X
Bernaille et al. 2007
Maiolini et al. 2009 X
Sun et al. 2010 X X
Okada et al. 2011 X X
Okada et al. 2011 X X
Korczynski et al. 2014 X
Kumano et al. 2014 X X

m Weaknesses
® Some existing tunnels have not been analyzed: OpenVPN, Wireguard
® Limited overlap in termes of targeted tunnels
® Diverse ML techniques

= Difficult compare results
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Background on ML.: task types (relevant for this work)

» Detection

m Formal name: binary classification
m Examples: Covidl9 testing, spam detection, Captcha

» Classification
m Formal name: multiclass classification
m Examples: identify an animal (among a set of expected animals) in a
picture
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Background on ML: ML types and supervised learning

» ML types
m Supervised
m Semi-supervised
m Unsupervised

= We only consider supervised

» Supervised learning

m Evaluation phase
® Train on a subset of labelled data
® Test on remaining labelled data
® Compute performance lower bound

m Application phase
® Train on all labelled data
® Apply in the wild (eg on unlabelled data)
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ANSSI/SDE/ST/LED

Background on ML: performance metrics

» Task: detection or binary classification
» Four result types

m True positive (TP): to detect and detected
m True negative (TN): to ignore and ignored
m False positive (FP): to ignore and detected
m False negative (FN): to detect and ignored

» Two base metrics

m Precision

® Formula: TPT;L%

® |nformal name: false alarm rate
m Recall

® Formula: TPE—%

® |nformal name: detection rate

» One summary metric: F1 score

2xPrecision*Recall

m Formula: Precision+ Recall

detection and classification
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Methodology



Methodology: pipeline

Classify application within tunnel

1 ML for IPSec I

Detect tunnel T Classify tunnel 5 tuple flow
— tple flow ML for Supic fiow] | AML for 0penVENTCPR_ | |3 feature +
Existing ML for + featre + tunnel + feature + tunnel  and
’ res- i ML for OpenVPN UDP
datasets tunnel tunnel pres classi- cunnel Tabel | NS or Open 7 application
detection ence

\'1ML for ssx—[}/ label
ML for Wireguard

» Functionnal boxes have a purple background and rounded corners

» Data boxes have a white background and square corners
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Methodology: gathering training data

> External datasets
m Backgound traffic w/o tunnels: from previous academic work (Universita
di Brescia, Universitat Politécnica de Catalunya)
m SSH tunnels from Universita di Brescia
» Traffic generation
m Vagrant-based
5 tunnels: IPsec (PSK), OpenVPN TCP, OpenVPN UDP, SSH, Wireguard
4 applications: web and data transfer (FTP get/put and HTTP)
One application inside each tunnel-related flow
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Methodology: feature extraction

» Gra

nularity/instance type: five tuple flow

> Features/attributes

» Example of packet exchange in a five-tuple flow and associated

Transport protocol: TCP/UDP

Netflow v5 and Netflow v9
Inter-Arrival Time
N first packet direction

N first packet size with and without direction as the sign

N first packet/byte burst

features/attributes

— Packet Packet Packet size
Source Destination IAT direction  size w/direction
2B 1 2 2
3B 15 9 3 3
3
5B 1 5 5
4B 2 1 4 4
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Methodology: ML

» Evaluate ML on training data
m 3 sub-objectives: detect tunnels, classify tunnels, and classify applications

inside tunnels
m Algorithms from Scikit-learn

Random forest

Decision tree

Adaboost

Gaussian naive Bayes

K nearest neighbors

Support vector (with stochastic gradient descent)

Logistic regression (with stochastic gradient descent and SAGA solvers)

m Nested cross-validation?
® Inner loop with 10-fold cross-validation grid search to find optimal
parameters for each algorithm
® Quter loop with 10-fold cross-validation to compare algorithms using the
best parameters from the inner loop

2Sebastian Raschka. “Model evaluation, model selection, and algorithm selection in
machine learning”. In: arXiv preprint arXiv:1811.12808 (2018).
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Results

Questions to answer

» Which N to chose for feature with N first values (ie IAT, anything with
packet size, packet direction and burst)?

> Which features are the best inside features “families” (packet size and
burst)?

» Which features are the best overall?

» What final performance can we get?
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Results: impact of N when using N first features

» Tunnel detection
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Results: impact of N when using N first features

» Tunnel classification

F1 score (macro)

1.

°

°

°

°
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Results: impact of N when using N first features

» Application classification inside SSH

1 1 1
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Results: preliminary feature comparison (1)
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Results: preliminary feature comparison (2)
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Results: feature comparison
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Results: feature comparison
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Results: general

Byte burst + packet size with direction
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Conclusion

» Summary
m Network traffic metadata + ML provides:
® good performance to classify tunnels when a tunnel is present
® good to average performance to detect tunnels and identify applications
inside tunnels
m Some algorithms are good: random forest or decision tree
m Some features are good: packet size with direction and/or byte burst
m Some feature are more efficient in terms of feature number needed N (eg
byte burst vs packet burst) and thus potentially faster than others to
provide good performance

» Limitations
m Application traffic inside tunnels is naive (only one traffic type at a time)
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Conclusion

» Future work (cf paper to come)

m Change background traffic
m Change MTU
m Test other encryptions method (eg with different block size)

Tools and data to be released
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Thank you.

Questions ?
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Netflow features

» Netflow v53

m Base: packet nb, byte number
m Bonus: packet size mean

» Netflow v9*

m Base: packet nb (from origin/from responder), byte number (from
origin/from responder), minimum/maximum packet size from origin

m Bonus: total packet/byte number, packet size (total/from origin/from
responder) mean, ratio of packet/byte between origin and responder

3Cisco NetFlow v1, v5, v7 and v8.
https://www.cisco.com/c/en/us/td/docs/net_mgmt/netflow_collection_engine/3-
6/user/guide/format.html. Accessed: 2017-01-31.

4Cisco NetFlow v9. https://www.cisco.com/en/US/technologies/tk648/tk362/

technologies_white_paper09186a00800a3db9.html. Accessed: 2017-01-31.
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