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Who Are We?

• Brandon Murphy
– Twitter: @zoomequipd

• Jack Mott
– Twitter: @malwareforme

• Konstantin Klinger
– Twitter: @kk_onstantin
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Why does this make CENTS?

• CENTS
– Configuration Extraction to Network Traffic Signatures

• Goal: Enable analysts to automate simple signature creation from extracted 
malware configuration
– Trivial to generate many signatures for known malware
– Many malware families utilize SSL/TLS
– Easily identify static content/bytes for fast_patterns
– Quickly create signatures for malware which uses pre-configured encryption schemes for 

traffic

• Disclaimer: running a million DNS based rules isn't a great idea in prod
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Why does this make CENTS ?

© 2021  Proofpoint. All rights reserved.  |  Proofpoint, Inc. – Confidential and Proprietary 4

alert dns $HONE_NET any -> any any (msg:"Observed DNS Query to SmokeLoader CnC Domain"; 
dns.query; bsize:18; content:"fazanaharahe10.top"; classtype:domain-c2; sid:1; rev:1;)

alert dns $HONE_NET any -> any any (msg:"Observed DNS Query to SmokeLoader CnC Domain"; 
dns.query; bsize:18; content:"xandelissane20.top"; classtype:domain-c2; sid:2; rev:1;)

Etc....



Why does this make CENTS ?
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Why does this make CENTS ?
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alert tls $EXTERNAL_NET any -> $HOME_NET any (msg:"Observed Malicious SSL Cert (AsyncRAT)"; 
flow:established,to_client; tls.cert_subject; content:"CN=wfpresh"; fast_pattern; endswith; 
tls.cert_issuer; content:"CN=wfpresh"; endswith; classtype:domain-c2; sid:3; rev:1;)



Major Malware Families with Extractable Configs

• SmokeLoader

• DanaBot

• Cobalt Strike

• Dridex

• Remcos RAT

• Formbook

• Agent Tesla

• Vidar Stealer

• AsyncRAT
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• Ursnif/Gozi

• Zloader

• Get2

• The list goes on....



Sandboxing Technology

• Multiple sandboxes exist to detonate malware for 
analysis

• Cuckoo Sandbox has been the standard since 2010

• Most of these can extract configurations
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Etc...



Sandboxing Technology

• Multiple sandboxes exist to detonate malware for 
analysis

• Cuckoo Sandbox has been the standard since 2010

• Some of these can extract configurations

• We chose CAPE sandbox for this demonstration
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Etc...



CAPE Sandbox
• CAPE is an open-source automated malware 

analysis system
• Multi-featured, focused on Windows hosts

• Detonates exe, office docs, js, etc.

• 2 Main developers:
– Kevin O’Reilly
– Andriy Brukhovetskyy

• Active support, community contributions

• CAPEv2 is completely rewritten in Python3

You have my interest... keep going...
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You have my interest... keep going...
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CAPE Sandbox
• Pre-requisites

– Functioning CAPE instance
– Enable Extractors

• processing.conf

– Have Suricata Working
• processing.conf

• Enable CENTS
– reporting.conf

You have my interest... keep going...
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Issues? Issues.

• You mean this doesn’t work all the time for every sample??

• Decoy domains in malware configurations
• Ursnif/Gozi

• Inconsistent config extraction
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Issues? Issues.
• MWCP vs RATDecoders
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https://github.com/Defense-Cyber-Crime-Center/DC3-MWCP
https://github.com/kevthehermit/RATDecoders

https://github.com/Defense-Cyber-Crime-Center/DC3-MWCP
https://github.com/kevthehermit/RATDecoders


Current Supported Malware Families - SquirrelWaffle

• SquirrelWaffle
• Malware loader
• Communicates via HTTP

─ Sends Base64 encoded, XOR'd victim data via POST
─ Unique hardcoded URI content per sample
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Current Supported Malware Families - SquirrelWaffle
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alert http $HOME_NET any -> $EXTERNAL_NET any (msg:"ET CENTS SquirrelWaffle CnC Activity"; 
flow:established,to_server; http.request_line; content:"POST /6pYjPlqf"; startswith; 
fast_pattern; http.host; content:"avyanshglobal.com"; sid:1000012; rev:1;)



Current Supported Malware Families - SquirrelWaffle
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alert dns $HOME_NET any -> any any (msg:"ET CENTS SquirrelWaffle CnC Domain in DNS Query"; 
dns.query; content:"avyanshglobal.com"; fast_pattern; sid:1000013; rev:1;)



Current Supported Malware Families - SquirrelWaffle

• Total rules generated from 1 config extraction:
• 18 HTTP
• 18 DNS
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Current Supported Malware Families - TrickBot

• TrickBot
• Multi-faceted malware
• Communicates via TLS
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Current Supported Malware Families - TrickBot
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alert tls $EXTERNAL_NET any -> $HOME_NET any (msg:"ET CENTS Observed TrickBot C2 Certificate (gtag
lib165, version 2000035)"; flow:established,to_client; tls.cert_subject; content:"C=AL, 
ST=Connecticut, L=Port Timoth|c3 a9|e, O=Tr|c3 a9|panier-Leduc, CN=theriault.com, 
Email=yolanda82@harris-cisneros.com"; tls.cert_issuer; content:"C=AL, ST=Connecticut, L=Port Timoth|c3 
a9|e, O=Tr|c3 a9|panier-Leduc, CN=theriault.com, Email=yolanda82@harris-cisneros.com"; sid:1000000; 
rev:1;)



Current Supported Malware Families – Remcos RAT

• Remcos RAT
• Remote Access Trojan aka "backdoor"
• Works for versions under 3.0
• Communicates via raw TCP

─ Uses a hardcoded RC4 key to encrypt data to C2
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Current Supported Malware Families – Remcos RAT
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Current Supported Malware Families – Remcos RAT
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[DataStart]\x00\x00\x00\x00



Current Supported Malware Families – Remcos RAT
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alert tcp $HOME_NET any -> $EXTERNAL_NET any (msg:"ET CENTS Remcos RAT (passphrase 
nathnagauci2509) C2 Communication - CAPE sandbox config extraction"; 
flow:established,to_server; content:"|bf cd 35 03 80 a5 a0 21 05 b6 42|"; startswith; 
fast_pattern; content:"|8c 21|"; distance:2; within:2; sid:1000000; rev:1;)

[DataStart]\x00\x00\x00\x00



Future Considerations

• Support moar malware config parsing!
– Current extracted configs
– Create more config extraction

• Create different types of rules
• Data sets?
• IP rep/firewall blocklists?
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Demo with Konstantin

• CAPEv2 (https://github.com/kevoreilly/CAPEv2)
– Where to find? How to use? How to contribute?

• CENTS 
(https://github.com/kevoreilly/CAPEv2/blob/master/modules/reporting/cents.py)
– Where to find? How to use? How to contribute?
– Examples:
•SquirrelWaffle
•Trickbot
•Remcos

• ET/ETPRO (https://rules.emergingthreatspro.com)
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https://github.com/kevoreilly/CAPEv2
https://github.com/kevoreilly/CAPEv2/blob/master/modules/reporting/cents.py
https://rules.emergingthreatspro.com


We're hiring!

• Wanna work on this stuff?
• Product Manager – Emerging Threats Product Group
• (?:Threat Researcher|sig writer|reverser|detection engineer|cool person|etc)
• Talk with us here or check out the job postings

– Email questions to Rich -> argonzo@proofpoint.com
– https://www.proofpoint.com/us/company/careers
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Questions?
Is it too early for beers?
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