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Who Are We?

e Brandon Murphy
- Twitter: @zoomequipd

e Jack Mott

- Twitter: @malwareforme

e Konstantin Klinger
- Twitter: @kk _onstantin
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Why does this make CENTS?

e CENTS

- Configuration Extraction to Network Traffic Signatures

e Goal: Enable analysts to automate simple signature creation from extracted
malware configuration

- Trivial to generate many signatures for known malware
- Many malware families utilize SSL/TLS
- Easily identify static content/bytes for fast_patterns

- Quickly create signatures for malware which uses pre-configured encryption schemes for
traffic

e Disclaimer: running a milion DNS based rules isn't a great idea in prod




Why does this make CENTS ?

alert dns $HONE NET any -> any any (msg:"Observed DNS Query to SmokelLoader CnC Domain";
dns.query; bsize:18; content:"xandelissane20.top"; classtype:domain-c2; sid:2; rev:1;)

alert dns $HONE NET any -> any any (msg:"Observed DNS Query to SmokeLoader CnC Domain";
dns.query; bsize:18; content:"fazanaharahel@.top"; classtype:domain-c2; sid:1; rev:1;)

Etc....




Why does this make CENTS ?

— T e T e e e—

C2 Download: null

Group: Default

CertificateCN: wipresh

CertificateStartDate: Sep 28 13:43:45 2021 GMT
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Why does this make CENTS ?

alert tls $EXTERNAL_NET any -> $HOME NET any (msg:"Observed Malicious SSL Cert (AsyncRAT)";
flow:established,to _client; tls.cert subject; content:"CN=wfpresh"; fast pattern; endswith;
tls.cert_issuer; content:"CN=wfpresh”; endswith; classtype:domain-c2; sid:3; rev:1;)
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Major Malware Families with Extractable Configs

SmokelLoader e Ursnif/Gozi

e DanaBot e Zloader

e Cobalt Strike o Get2

e Dridex e The list goes on....
e Remcos RAT

e Formbook

e Agent Tesla

e \idar Stealer

e AsyncRAT




Sandboxing Technology

e Multiple sandboxes exist to detonate malware for
analysis

e Cuckoo Sandbox has been the standard since 2010

e Most of these can extract configurations




Sandboxing Technology

Multiple sandboxes exist to detonate malware for
analysis

Cuckoo Sandbox has been the standard since 2010

Some of these can extract configurations

We chose CAPE sandbox for this demonstration




You have my interest... keep going...

CAPE Sandbox

e CAPE is an open-source automated malware
analysis system

e Multi-featured, focused on Windows hosts
» Detonates exe, office docs, js, etc.

e 2 Main developers:
- Kevin O’Reilly
- Andriy Brukhovetskyy
e Active support, community contributions

e CAPEV2 is completely rewritten in Python3




You have my interest... keep going...




You have my interest... keep going...

CAPE Sandbox
e Pre-requisites
- Functioning CAPE instance

- Enable Extractors
e processing.conf

- Have Suricata Working
e processing.conf

e Enable CENTS
- reporting.conf
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Issues? Issues.

e You mean this doesn’t work all the time for every sample??

e Decoy domains in malware configurations
o Ursnif/Gozi

e Inconsistent config extraction
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Issues? Issues.

e MWCP vs RATDecoders

https://github.com/Defense-C yber-Crime-Center/DC3-MWCP
https://github.com/kevthehe rmit/RATDecoders
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https://github.com/Defense-Cyber-Crime-Center/DC3-MWCP
https://github.com/kevthehermit/RATDecoders

Current Supported Malware Families - SquirrelWaffle

e SquirrelWaffle
e Malware loader

e Communicates via HTTP
— Sends Base64 encoded, XOR'd victim data via POST

— Unique hardcoded URI content per sample

» astetinternational.com/arWs
* razisystem.ir/MgvvkXoc
* krishnaiti.org.in/rWABZHQY4




Current Supported Malware Families - SquirrelWaffle

« VSCM.1in « astetinternational
51 azisystem.ir/Mqg
¢ krishnaiti.org.in/riA

« fiorenz

POST EpYiPlaf AFXMKNgBnKzN/DA15DggBIONGdX11e310YXpkehA== HTTP/ 1.1
Host: |avyanshglobal.com
Content-Length: 84

GQBJCQWIC2YCDEIDBQMBDKNCD3UXHZgpPTgWESkt LikoLRMKO]sILj8rFx4gKiciIihCQxwDHQANGQMaGENC

alert http $HOME _NET any -> $EXTERNAL _NET any (msg:"ET CENTS SquirrelWaffle CnC Activity";
flow:established,to _server; http.request line; content:"POST /6pYjPlgf"; startswith;
fast _pattern; http.host; content:"avyanshglobal.com"; sid:1000012; rev:1;)




Current Supported Malware Families - SquirrelWaffle

s astetinternational.com/arWSeddY7vz0
* ra ystem.ir/M IChWv
¢ krishnaiti.org.in/riA

POST /6pYiPlaf/FfXMKNgBnKzN/DA15DggBIONGdX11e310YXpkehA== HTTP/ 1.1
Host:lavyanshglobal.com
Content-Length: 84

GQBJCQWIC2YCDEIDBQMBDKNCD3UXHZgpPTgWESkt LikoLRMKO]sILj8rFx4gKiciIihCQxwDHQANGQMaGENC

alert dns $HOME _NET any -> any any (msg:"ET CENTS SquirrelWaffle CnC Domain in DNS Query";
dns.query; content:"avyanshglobal.com"; fast pattern; sid:1000013; rev:1;)




Current Supported Malware Families - SquirrelWaffle

e Total rules generated from 1 config extraction:
« 18 HTTP
e 18 DNS

as been automati ¥ generated
ITL
ated 36 rules.
http $HOME_NET an { \ (msg: CEN i fle CnC Activi flow:established,to server; h line; ¢ : ST /vt ft"; artswith; fast pa rn; h .host; content:"pop.vicamtaynam.com"; sid:100 ; rev:l;)
dns $HOME NET any a CENTS irrelWaffle C in i ry" 5 ; : vica rn.-::urn"; f rl i )
http $HOME_NET an \ (ms N i Waf Cn Hilk stablis s equ ine; co D artswith; fast pa rn; h .host; content:"snsvidyapeeth.in"; sid:1000002; rev:1;)
dns $HOME_NET any any any N i affl i ; dns : : id :ipEEﬂl 1r| i )
http $HOME_NET : { E ( : q | le C ivi : Tlow: L : ] f ith; fast_pattern; http.host; content:"trinitytesttubeba com"; sid:1000004; rev:1;)
dns $HOME NET any E: sg:"ET i A le Cn i ; i g ]
http $HOME_NET SEX NET : ( CEN i IWaffl ( ; Tl lis erver; http requ line; startswith; fast pattern; http.host; content:"icon com"; sid:1000006; rev:l;)
dns $HOME NET any any any ] \ i affl i ; 5 ; : om"; fast p:ttern, sid:18
http $HOME_NET SEXTERN (msg: N irr ivi ; T stabli _server; http requ 1_ ; r { 5t th; fast pattern; http.host; content:"ebookchuyennganh.com"; sid:10000 rev:1;)
dns $HOME_NET any ; ( : i affle Cn ; : : h f :
http $HOME_NET an $EX N ( - ( 1 '. Cn 1vi ; Tl ablish ; startswith; fast pa rn; h .host; content:"alsader.net"; sid:1000018; rev:1;)
dns $HOME NET any T irrelWw: L 5 - L s
http $HOME_NET an (msg: N i 1 1_ Cn 1vi il stabl , : : h st line; S 6 | startswith; fast pattern; http.host; content:"awyanshglobal.com"; sid:1000012; rev:1;)
dns $HOME_NET any ) 50 N i cn i : yanshg i : i
http $HOME_NET an SEXTI a ( : fle C ivi ; flow: lished, v h .reques ; : CiZn7 ; startswith; fast pattern; http.host; content:"primahills-online.com"; sid:10008014; rev:1;)
dns $HOME NET any [ i - N f ; si )
http $HOME_NET an (ms N i 1 ivi ; TL stabl h L : _' ; ith; fast_pattern; http.host; content:"antoniocastroycia.com.co"; sid:1000016; rev:1;)
dns SHOME NET any y ET i L : ] -C i :
http $HOME_NET 1 : (msg: N i L ivi ; Tlow: http. ( : ; stz vith; fast_pattern; http.host; content:"apexbiotech.net"; sid:100001
dns $HOME NET a E i LW i i : i f i
http $HOME_NET an (ms CEN rrelWaffle C ; Tl lis / ¥l startswith; fast_pattern; http.host; content:" .in"; sid:1008020; rev:1;)
dns $HOME NET any 5 i affl i . . .‘t -
http $HOME NET $EXTERN (msg: N i 1 fle C ; Tl ] L S h st line; i ; startswith; fast pattern; http.host; content:"sinaloworx.co.za"; sid:1000022; rev:1;)
dns $HOME NET : E ( = Squi le CnC : i za" ; 5 i H H
http $HOME NET a $EX N (msg: ( fle CnC ; Tlow:establish ver; http. st_line; :"POS yh ; startswith; fast pattern; http.host; content:"dancongnghe.xyz"; sid:1000024; rev:1;)
dns $HOME NET any i : i ; gng ; fas ; ;)
http $HOME NET ﬂr (msg: N irrel Cn ivi ; Tl stablis http.requ L : : alm"; with; fast_pattern; http.host; content:"trajesuniformes.com.br"; sid:10008026; rev:1;)
dns $HOME_NET any y any N i affl i ; : "trajesuniformes.com.br"; f ; :
http $HOME_NET a ! E ( : o1 le ( ivi ; flow: L h line; : J ith; fast_pattern; http.hest; content:"fiorenzapaes.com.br"; sid:looee rev:1;)
dns $HOME NET any a ( -:| ET i l le CnC i : apa fa ; r| : 2 :
http $HOME_NET ( CEN i 1 ivi : 1 lis line; Y7vz startswith; fast_pattern; http.host; content:"astetinternational.com"; sid:1000030; rev:1;)
dns $HOME NET any ¥ ] i ! : f =
http $HOME_NET ! y (msg: CEN irr L ; flow: 1) ; startswith; fas a rn; h .hos c"razisys .ir"; sid:1000032; rev:l;)
dns $HOME NET a ( "ET i le Cn i : fa i
http $HOME_NET an




Current Supported Malware Families - TrickBot

e TrickBot

e Multi-faceted malware
e Communicates via TLS
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Current Supported Malware Families - TrickBot

Source IP Source Destination Destination Subject Issuer
Port P Port

192.168.100.102 49172 103.75.32.173 443 ST=Connecticut, L=Port C=AL, ST=Connecticut, L=Paort

[VT] V] TimothA® ASpanier- TimothACe, O=TrACpanier-
Leduc, CN=theriault.com,
Email=yolanda82@harris-

alert tls $EXTERNAL_NET any -> $HOME_NET any (msg:"ET CENTS Observed TrickBot C2 Certificate (gtag
1lib165, version 2000035)"; flow:established,to client; tls.cert _subject; content:"C=AL,
ST=Connecticut, L=Port Timoth|c3 a9|e, 0=Tr|c3 a9|panier-Leduc, CN=theriault.com,
Email=yolanda82@harris-cisneros.com"; tls.cert_issuer; content:"C=AL, ST=Connecticut, L=Port Timoth|c3

a9|e, 0=Tr|c3 a9|panier-Leduc, CN=theriault.com, Email=yolanda82@harris-cisneros.com"; sid:1000000;
rev:1l;)




Current Supported Malware Families — Remcos RAT

e Remcos RAT

 Remote Access Trojan aka "backdoor”
e \Works for versions under 3.0

e Communicates via raw TCP
— Uses a hardcoded RC4 key to encrypt data to C2




Current Supported Malware Families — Remcos RAT




Current Supported Malware Families — Remcos RAT

{ [DataStart]\x00\x00\x00\x00 ]
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Current Supported Malware Families — Remcos RAT

[ [DataStart]\x00\x00\x00\x00 J

alert tcp $HOME NET any -> $EXTERNAL NET any (msg:"ET CENTS Remcos RAT (passphrase
nathnagauci2509) C2 Communication - CAPE sandbox config extraction”;
flow:established,to_server; content:"|bf cd 35 03 80 a5 a0® 21 05 b6 42|"; startswith;
fast_pattern; content:"|8c 21|"; distance:2; within:2; sid:1000000; rev:1;)




Future Considerations

e Support moar malware config parsing!
- Current extracted configs
- Create more config extraction

e Create different types of rules
e Data sets?
e |P rep/firewall blocklists?



Demo with Konstantin

e CAPEVZ2 (https://github.com/kevoreilly/ CAPEV2)
- Whereto find? How to use? How to contribute?
e CENTS
(https://github.com/kevoreilly/ CAPEv2/blob/master/modules/reporting/cents.py)
- Whereto find? How to use? How to contribute?
- Examples:
eSquirrelWaffle
e Trickbot
eRemcos

e ET/ETPRO (htips://rules.emergingthreatspro.com)
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https://github.com/kevoreilly/CAPEv2
https://github.com/kevoreilly/CAPEv2/blob/master/modules/reporting/cents.py
https://rules.emergingthreatspro.com

We're hiring!

e \Wanna work on this stuff?

e Product Manager — Emerging Threats Product Group

e (?:Threat Researcher|sig writer|reverser|detection engineer|cool person|etc)

e Talk with us here or check out the job postings

- Email questions to Rich -> argonzo@proofpoint.com
- https://www.proofpoint.com/us/company/careers




Questions?

Is it too early for beers?



