








Allinformation presented is my opinion and
personal recornmendations only, not tnose
of my employer, OISF, or anyone else

Due to variations nyoervisor
nardware/sortware, OS versions nignly
recornmend testing in sirmilar lao
environrment

“11 pased operating systerr

L/



YEAM
vINIC adequate speead
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More rules -+ traffic, more v-resources
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Storage space needs varies nased on sensor setup



Base VM image for sensors
Zernel modules For vnics
Maintained port / package availaole For:
oDen-vim-tools, vboy
tcodurnp or tsnarl, pcap
5350 d
Cotcnas witn distros
Suricata version dependencies
Consider running sensors containerized
More upfront worl, less maintenance long-tarm

jer to use your preferred distro, less OS dependency proolerns
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IPS or DS riow or future?
Environrnent: all virtual, pnysical, or potn?
Internal, External trarfic
Tap placernents, span points
rlairpinning
vlans
Trarric volurne, sensors
10/100/1000/10000+

Flow many sensors
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By pnysical location, net segrent, d



Getting trarfic in
Virtual Switcries, routers
Spar
Tap
MNIC device pass-tniru (PCIE, USB)
Testing recelpt
Teodumnp, ©

nar
Monitoring ror J'ages



“ernel drivers for device pass-tnru
vINIC drivers
VITLCEE, VIrtlo
Ernulated Intel BroadCorn, Realtel,
Irmproving
Default run modes, single or worlers

rlyperscan nas worred well in virtual environrment



Lilze pnysical, important to organize sensors

Back of mind growtn and scalaoility



Craft BPF syntax to environrment
Addead efficiency

Avoid switcn loops



rspan, rpsan, port mirroring

71

Suricata nas erspan support
FIP ERM, may need tnird party tool

//JOJrcerory net/orojects/rcdcap/



MNon-dedicated resources latency
Unider-specad resources
OS vIIC drivers, old or not using
Improper MTU, jurnoo frares
rlypervisor

Proper CPU extensions

vINIC support
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Feyced pase sensorimage deployed across
ultinle sites

rsoan witn vlan tagging for internal traffic

rl

rarnal trarfic sensors downstrearn rrorm
irewall
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Sensors updated and managed by scripts,
Ansiple

Alerting and rmonitoring witn SIEV
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