
The art of QA GitLab 
automation 

We have a full tank of gas, half a pack of cigarettes, 
it's dark, and we're wearing sunglasses:

Peter Manev / Corey Thomas

October 20 - 22, 2021



What we like doing:
Wreak havoc in a peaceful dev 
environment  

October 20 - 22, 2021
November 14 - 16, 2018

Let us share... October 20 - 22, 2021



QA efforts for Suricata

November 14 - 16, 2018

October 20 - 22, 2021

Suricata team already has plenty of tools/automation and QA 
processes

Lots of people and tools participate in a constant effort to improve 
Suricata

➢ Automated checks (internal/public)
➢ Feedback from setups in the wild
➢ Team
➢ Friendly organisations / users /developers / contributors



QA efforts for Suricata

Releases
Packaging - PPA/MSI Peter Manev
Packaging - RPMs - Jason Ish
Accuracy testing (suricata-verify/Jason Ish)
Fuzzing (Philippe Antoine)
Internal/private data QA - Victor Julien

November 14 - 16, 2018

October 20 - 22, 2021



QA efforts for Suricata

Perf - live setups feedback:

Peter Manev (University traffic type setups)
Andreas Herz (MSSP like deployments)
Jeff Lucovski (SMB/Perf improvements)
Suricata community power users

November 14 - 16, 2018

October 20 - 22, 2021



Since we had all that

We needed to add something
So we tried to...

November 14 - 16, 2018

October 20 - 22, 2021



Since we had all that

We needed to add something
So we tried to…

Wreak havoc in a peaceful dev environment

November 14 - 16, 2018

October 20 - 22, 2021



Introducing the Sabotage Unit 

November 14 - 16, 2018

Corey&Peter October 20 - 22, 2021

● Peter Manev

● OISF QA/Trainer

● OISF Executive Council
● CSO at Stamus Networks
● SELKS maintainer
● @pemva
● (brags about Suricata all the time)

● Corey Thomas

● OISF Automation engineer
● Heavy influenced by Lab 

Automation dark magic
● “theire ain’t nothing that 

can’t be automated” 
preacher



What we really wanted

➢ Fully automated process of gap coverage 
➢ Upon any code change/addition (github/PR for example) to be able 

to:
○ Automatically do “heavy lifting” QA testing

➢ Notify upon failure

November 14 - 16, 2018

October 20 - 22, 2021



What it means - predictable/repeatable tests 
for 
• Performance
• Accuracy of detection under pressure
• Pcap time read / log generation
• Segfaults /coredumps
• ASAN leaks
• File extraction
• IDS/IPS modes
• Live traffic (Cisco Trex)

November 14 - 16, 2018

October 20 - 22, 2021



We needed

November 14 - 16, 2018

October 20 - 22, 2021

• Dedicated HW
• Consolidation of different scripts/test routines
• Different types of tests executed

• ex: pcap read vs Trex
• Autonotification capability
• Autoruns/execution capability
• Auto reports generation
• Auto upload of results capability



We needed to cover code changes for

November 14 - 16, 2018

October 20 - 22, 2021

Suricata 5 
Suricata 6
Suricata Git-master



Challenges

November 14 - 16, 2018

October 20 - 22, 2021

➢ Code security/live malware tests/private data
➢ Different base branches 

○ auto figure out if the PR is against 5/6/master
➢ Auto notifications needed to be send to 

○ Github PRs
○ Online chat systems



Challenges

November 14 - 16, 2018

October 20 - 22, 2021

➢ We needed to not repeat unneeded testing
○ (don't test already tested PRs/code)

➢ Save that 50-100GB core for investigation
○ auto extract needed information

➢ Trex
○ Auto tune the NICs for each run
○ Auto start/stop and gather suri and perf stats for each run



Challenges

November 14 - 16, 2018

October 20 - 22, 2021

The lab should not only do auto tests but...

➢ Be available for adhoc/manual runs 
➢ Also available for Private code testing
➢ Needs to be able to work with

○ any public PR towards Suricata github
○ any private PR towards Suricata 
○ Archived/Zipped/tarball code
○ any branch anywhere on Github
○ yet not run non-suricata code



Challenges - the runner up

November 14 - 16, 2018

October 20 - 22, 2021

➢ Running pipelines in CI meant to be parallel, serially
○ Set up variables, wrappers and a manual step to display pipeline info, and 

be able to run only one pipeline at a time on physical hardware



Challenges - the winner !

November 14 - 16, 2018

October 20 - 22, 2021

➢ Consider and calculate:
➢ The reality of the fact that OS/NIC driver updates will impact 

performance and subsequently the stats of Suricata
○ (lengthy subject on the Advanced training)



November 14 - 16, 2018

October 20 - 22, 2021

With full team/management support >



And cpl months of QA deving+brainstorming 

November 14 - 16, 2018

October 20 - 22, 2021



And cpl months of QA deving+brainstorming 

November 14 - 16, 2018

Our code reviews might 
include Linus Torvalds quotes

October 20 - 22, 2021



QA GitLab was born in Baaston,MA

November 14 - 16, 2018

October 20 - 22, 2021



With special thanks to Deciso / Ray Hansen / 
Jeff Lucovski / Top Gun 

November 14 - 16, 2018

October 20 - 22, 2021



QA GitLab current status 

November 14 - 16, 2018

October 20 - 22, 2021

➢ 51 job stages/points
➢ Each job can include one or many tests/scripts execution
➢ Checks for conditions/success/fail
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QA GitLab current status 

November 14 - 16, 2018

October 20 - 22, 2021

➢ 51 job stages/points
➢ Each job can include one or many tests/scripts execution
➢ Checks for conditions/success/fail

over 300 unique JSON stats key:value 
pairs compared per baseline vs 
Github MR/PR for a specific run



QA GitLab current status 

November 14 - 16, 2018

October 20 - 22, 2021



QA GitLab current status - Perf 

November 14 - 16, 2018

October 20 - 22, 2021

➢ Auto records and compares “prerf top” reports
○ baseline (master/5/6) vs PR (PR towards 5/6/master)

➢ Checks specifically for certain functions CPU usage
○ rust/matching functions etc - if they go over certain percentage during a run

➢ Time the runs
➢ Memory usage deviations warnings
➢ For both Trex and pcap runs



QA GitLab current status - Accuracy 

November 14 - 16, 2018

October 20 - 22, 2021

➢ During a run , record all stats (stats.log/json)
➢ Ex: Record top 500-1000 unique Signatures and number of times 

they hit
➢ Warn on deviations of more than a certain percentage

○ above or below a threshold
■ ex: 10% less number of flows tracked in memory compared to the baseline 

● > warn/notify
■ ex: 1% less alerts for a specific rule/signature id 

● > warn/notify



QA GitLab current status - File Extraction 

November 14 - 16, 2018

October 20 - 22, 2021

➢ Run specific pcaps
➢ compare number and checksums of all extracted files

○ about 22 000 cases
➢ Baseline vs PR



QA GitLab current status - ASAN/Segfaults 

November 14 - 16, 2018

October 20 - 22, 2021

➢ Specific runs for detecting ASAN/Segfaults leaks



QA GitLab current status - modes 

November 14 - 16, 2018

October 20 - 22, 2021

➢ Specific runs for:
➢ IDS

○ Trex/pcap runs 
➢ IPS 

○ af-packet
○ netmap (wip)
○ nfqueue (wip)

➢ NSM
○ ex: fileextractions
○ over 22 000 files get extracted and checksums compared per run



QA GitLab current status - notifs and 
reporting

November 14 - 16, 2018

October 20 - 22, 2021

➢ Mattermost
➢ Github/gitlab PR notification update
➢ Email notification
➢ Full report generation containing

○ comparisons,reporting and metrics of over 200+ stat fields
○ backtrace extractions (if applicable)
○ SVG/Flamegraphs/flamescopes/perf top graphs
○ actual logs / results from the runs 



QA GitLab - how it works

November 14 - 16, 2018

October 20 - 22, 2021

➢ Corey Thomas
○ The guy that does it



QA GitLab -  how it works - setup 

November 14 - 16, 2018

October 20 - 22, 2021

➢ GitLab (#Opensource)
○ master
○ 2 gitlab runners
○ Lots of pipelines

➢ Python
➢ Bash
➢ HW (servers/switch/vpn)

Hardware



QA GitLab -  how it works  

November 14 - 16, 2018

October 20 - 22, 2021

Not different than
most CI

BUT

Most CI seems to
be for Docker and
VMs

CI Overview



QA GitLab -  how it works   

November 14 - 16, 2018

October 20 - 22, 2021

Not a large code base

We’re simply running
our tools with custom
arguments - while using
CI to catch errors and for
displaying runs.

Code



QA GitLab - how it works

November 14 - 16, 2018

Full pipeline October 20 - 22, 2021

A full pipeline can take
2.5hr - plenty of stages

Pipelines
Stages
Jobs



QA GitLab -  how it works 

November 14 - 16, 2018

Pre-Run October 20 - 22, 2021

Initial stage for pipe info              ---> 

Followed by a “manual” wait stage
This allows pipes to run one at a time



QA GitLab - how it works

November 14 - 16, 2018

Requirements October 20 - 22, 2021

Ensure everything you need is in place.

Similar idea to how devops (Chef / Ansible) work
in other environments.

➢ Dev libs (pcre/2, json, lz4, pcap...)
➢ Compilers (C, rust, cfg rust)
➢ Tools & crons (trex, Flamegraph, custom)
➢ OS config (core isol., tuning, core file)



QA GitLab - how it works

November 14 - 16, 2018

Builds October 20 - 22, 2021

If you build it...they will test

Next you have to actually build the target version
of suricata. (Done several times)

Important things to take into account
➢ What type of build? (PR? Branch? Archive?)
➢ Where is it coming from? (git? tar?)
➢ Any special compile options?



QA GitLab -  how it works 

November 14 - 16, 2018

Config October 20 - 22, 2021

Set up Suricata and/or Trex

➢ clear any old configs or logs
➢ yaml
➢ rules
➢ IPS/IDS setup
➢ Trex config



QA GitLab -  how it works 

November 14 - 16, 2018

Test October 20 - 22, 2021

Now a set of test can actually run.
The general flow will start suricata, then trex on another box, wait
collect data on the suricata box, and then make sure both processes
and boxes are no longer running.

Save, rinse, repeat



QA GitLab -  how it works 

November 14 - 16, 2018

Finalchk October 20 - 22, 2021

Once you get to the end, there’s a good deal to check

➢ stats json compares
➢ perf stats (are certain functions climbing?)
➢ Compare top 500 alerts
➢ generate graphs (Stats and Flamegraph)
➢ Compare file checksums



QA GitLab -  how it works 

November 14 - 16, 2018

Reports October 20 - 22, 2021

Now that things are settling down (or maybe they didn’t)

We generate one of two reports

➢ If things went well - you get a full report

➢ If something failed - report as much as 
possible (and what failed)

Report should always pass



QA GitLab -  how it works 

November 14 - 16, 2018

What to do with it? October 20 - 22, 2021

Finalchk is where to look

When you go to the pipeline
this is what you actually get



QA GitLab -  how it works 

November 14 - 16, 2018

Report output October 20 - 22, 2021



QA GitLab -  how it works 

November 14 - 16, 2018

Private data October 20 - 22, 2021

Private Data Warning



QA GitLab -  how it works

November 14 - 16, 2018

Stats Check October 20 - 22, 2021

Traverse stats and check for
deviations greater than X%
(usually 10%)

Warn if : > 10% or < 10%

Improvement? Issue?
You decide!



QA GitLab -  how it works 

November 14 - 16, 2018

Perf rust check October 20 - 22, 2021



QA GitLab -  how it works 

November 14 - 16, 2018

Finalchk stages October 20 - 22, 2021

File check. Compare checksum
of files found against baseline

Top 500 alerts compare



QA GitLab -  how it works 

November 14 - 16, 2018

Flamegraph (and Flamescope) October 20 - 22, 2021

No bad example v_v

We’re just too good =P



November 14 - 16, 2018

October 20 - 22, 2021

QA GitLab -  how it works (special case:segfault)



QA GitLab -  how it works (special case:segfault)

November 14 - 16, 2018

October 20 - 22, 2021

<- Pruned core files



Example notifs - stats / segfault 
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Example notifs - Mattermost 

November 14 - 16, 2018

Notifications October 20 - 22, 2021

Sometimes a single job
hard fails

                                                                        Most alerts are only
st                                                                        a stat or few



Example notifs - deviations 

November 14 - 16, 2018

October 20 - 22, 2021

|



QA GitLab -  Recap 

November 14 - 16, 2018

October 20 - 22, 2021

➢ Job Info
➢ Wait
➢ Requirements
➢ Build
➢ Config
➢ Test
➢ Repeat
➢ …
➢ Profit?

➢ Crons handle running sequentially
➢ PRs run nightly
➢ PR bot comments/notifies devs
➢ Rebases bi-monthly/as needed



Future ideas/options ?

November 14 - 16, 2018

October 20 - 22, 2021

Commercial code testing
100Gb+ 
new HW/appliance testing
Include/evaluate Intel Vtune / AMD uProf
Automate package/msi testing
Fine tune warning filter lists



THANK YOU
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