
New ways to use Suricata
Using Suricata in network device testing and pcap analysis

Traffic monitoring during network 
product testing

QA Cafe CDRouter test solution is used to validate broadband and 
Wi-Fi gateways.
These network devices connect to cloud services as part of their design.
Suricata can be used to monitor this traffic during testing.
Test traffic is separated from live traffic, creating alerts for testers.
Uses ET Open ruleset, plus curated rules from QA Cafe to cover 
common router security pitfalls.

Suricata as 
network monitor

Suricata as 
packet analyzer

pcaps

We can also apply Suricata rules to pcaps taken during 
the test log.
In the QA Cafe PassPort solution, we examine the 
behavior of IoT/smart home devices under test using 
pcaps in tandem with CloudShark Threat Vectors.

Threat Vectors in CloudShark
When analyzing packet captures, Suricata provides plenty of data 
to turn into useful insights.
In pcap analysis, protocol conversations are a great starting point. 
Could you apply this concept to Suricata alerts?
Threat vectors show the magnitude of an alert combined with its 
direction (source/destination).
An analyst can pivot directly from an alert to the packets 
that triggered it.
With a direct URL, work can be shared with SOC team members or 
referenced in incident reports without storing/sorting through 
pcaps.
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Dynamic rule creation and 
applying rules to test logs (pcaps)

Custom rules are one of Suricata’s most powerful tools.
CDRouter simulates network services and hosts defined 
in a configuration.
Custom rules are created at runtime based on 
configuration details.
For example: check to see if the MAC addresses of hosts, or DUT 
SSIDs are served to the cloud unencrypted.
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